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Parameters names | Comments | Examples
Zielidentitat / Identité de la cible

MSISDN Mandatory 41774 XXXXXX
IMSI Conditional 22899YYYYYYYYYY
IMEI Conditional 35444927727277277
Netzzugang / Accés réseau

RADIO ACCESS Technology (GSM or UMTS | UMTS900
TECHNOLOGY / or LTE) and Fregency band | LTE1800
FREQUENCY in MHz WLAN

MOBILE COUNTRY CODE | Decimal presentation 228

MOBILE NETWORK CODE | Decimal presentation 99

IP ADDRESS

Used only when available in
case of WLAN access

198.51.100.24
2001:DB8::122

PORT NUMBER

Used only when available in
case of WLAN access

48256

Letzter Zell Standort / Derniére |

ocalisation de cellule

DATE TIME

Date and Local time as
DD.MM.YYYY HH:MM:SS

11.09.2016 15:39:05

LAC (DECIMAL)

Conditional: GERAN &
UTRAN / format: without
MCC/MNC and no leading
Zeros

22300

Cl (DECIMAL)

Conditional:GERAN &
UTRAN / format: without
MCC/MNC and no leading
Zeros

60773

TAC (DECIMAL)

Conditional: E-UTRAN /
format: without MCC/MNC
and no leading zeros

4343

ENB+CI (DECIMAL)

Conditional: E-UTRAN /
format: without MCC/MNC
and no leading zeros

17787394

CELL AZIMUTH

Conditional: Multiple
azimuths and attributes (tun,
inh) if necessary for complex
cells

inh, 60

CELL CIVIC ADDRESS

Civic address in one field

Rue du Caudray 6 1020
Renens

CELL X COORDINATES CH1903 Geodetic system X | 534749
(CH1903) coordinates

CELL Y COORDINATES CH1903 Geodetic system Y | 153807
(CH1903) coordinates

CELL N COORDINATES CH1903+ Geodetic system | 1214749
(CH1903+) N coordinates (north)

CELL E COORDINATES CH1903+ Geodetic system | 2601349

(CH1903+)

E coordinates (east)

Table 7-8: Parameters to be delivered for the last active location
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Equipment Identity.

NOTE: When comparing
IMEls, an IMEI can be
considered "equal to" the
requested IMEI even if the
checksum or software version
digits are different or not
present.

TelephonyDevicelD A unique identifier for the 54A6FA471B3C
telephony device.
e.g. modem's MAC address
pUKCode PIN Unlock Key code linked 49682767
to the subscriber's SIM card.
pUK2Code PIN Unlock Key 2 code linked | 87654321
to the subscriber's SIM card.
iMEI SEQUENCE OF
IMEI The International Mobile 3571600455770051

8.4.3 Message services information requests and responses

The encoding and formats of the parameters for the network access information requests
and responses relate to ETSI TS 102 657 V1.19.1 Annexes A and C.

8.4.3.1 Message: subscription information request criteria elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the message subscription
information. It uses the "msgSubscriber" structure.

Multimedia Subscriber

address to which messages
can be sent. In the case of
Internet e-mail this will be an
RFC2822-style address

Element or attribute Description Example

equals Request constraint

messageRecord Service = message

msgSubscriber Category = msgSubscriber

MsgSubscriber SEQUENCE

subscriberlD Structure

MsgSubscriberlD Unique identifier for this 123456789
subscriber, e.g. account
number

msgStores SEQUENCE OF

MsgStore SEQUENCE

aliases SEQUENCE OF

MsgAddress Messaging address, an joe.muster@cspdomain.ch
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subscriber Structure
GenericSubscriberinfo SEQUENCE

Organizationinfo SEQUENCE

name Name of the organisation FOOBAR AG

(corporate, foundation, etc...)

contactDetails SEQUENCE

address structure

AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in CH

ISO 3166-1 (2013)

nationalRegistrationID

Unique reference for this
organisation as in the Swiss
Central Business Index
(zefix.admin.ch).

CHE-777.888.999

Individualinfo SEQUENCE
PersonName SEQUENCE
surname The surname and firstname Joe Muster Da Silva
as well as the prefixes and
suffixes are provided in this
field only.
contactAddress SEQUENCE
address Structure
AddressiInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 6897
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in CH
ISO 3166-1 (2013)
dateofBirth subscriber's date of birth 19920611000000Z
AuthenticationInfo SEQUENCE
authenticationType Description of the type of ID card
document used to Passport
authenticate, e.g. passport, ID
card
authenticationNumber The number of the document | E12345678

used to authenticate
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8.4.3.2 Message: subscription information response elements and structure

This section covers the information response elements and fields of the message
subscription information records according to ETSI TS 102 657 V1.19.1 Annexes A and C.

network access Subscriber

3166-1

Element or attribute Description Example
recordNumber Structure 0,1,2, ..
recordPayload structure
messageRecord Service = message
msgSubscriber Category = msgSubscriber
MsgSubscriber SEQUENCE
subscriberlD Structure
MsgSubscriberlD Unique identifier for this subscriber, | 123456789

e.g. account number
msgStores SEQUENCE OF
MsgStore SEQUENCE
validity Structure
TimeSpan SEQUENCE

startTime Start time of the service 20100225120000+0200

endTime End time of the service, if 20160731120000+0200

applicable.
aliases SEQUENCE OF

MsgAddress Messaging address, an address to | joe.muster@cspdomain.ch

which messages can be sent. In

the case of Internet e-mail this will

be an RFC2822-style address
providerID Structure

MsgProviderlD Unique identifier for the provider of | 99989

the service. In form of the 5 digits

allocated by the PTSS.
subscriber Structure

GenericSubscriberinfo | SEQUENCE
Organizationinfo SEQUENCE
name Name of the organisation FOOBAR AG

(corporate, foundation, etc...)
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE

buildingNumber Building number 12

streetName Street name Mittelstrasse

poBox Postal Box number 5578

postalCode Postal code of the city 9999

city City Ortdorf

country Country code as defined in ISO CH

emailAddress

Email address of the contact
person or the responsible unit in
the organisation

hans.muster@foobar.ch
ict.servicedsek@foobar.ch
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contactNumber

SEQUENCE OF

PartyNumber

Phone number(s) of the
organisation

41771112233

nationalRegistrationID

Unique reference for this
organisation as in the Swiss
Central Business Index
(zefix.admin.ch).

CHE-777.888.999

3166-1

Individuallnfo SEQUENCE
PersonName SEQUENCE
surname The surname and firstname as well | Joe Muster Da Silva
as the prefixes and suffixes are
provided in this field only.
contactAddress SEQUENCE
address Structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 6897
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH

emailAddress

Email address of the subscriber

joe.muster@cspdomain.

ch

available.

contactNumber SEQUENCE OF
PartyNumber Phone number(s) of the subscriber | 41319998877
dateofBirth subscriber's date of birth 19920611000000Z
AuthenticationiInfo SEQUENCE
authenticationType Description of the type of document | ID card
used to authenticate, e.g. passport, | Passport
ID card
authenticationNumber | The number of the document used | E12345678
to authenticate
profession Profession of the subscriber, if Consultant

8.4.4 Communication services information requests and responses

The encoding and formats of the parameters for the communication services information
requests and responses relate to ETSI TS 102 657 V1.19.1 Annexes A and E.

8.4.41 Communication service: subscription information request criteria elements

and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the communication service

subscription information.

network access Subscriber

Element or
attribute

Description

Example
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equals Request constraint
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberiD A unique identifier for this particular | 123456789
subscriber within the CSP.
naSubscriptions structure
NAServiceSubscription | SEQUENCE
naAuthlD Unique identifier for this Joe123456
subscription, e.g. logon name
subscriber structure
GenericSubscriberinfo | SEQUENCE
Organizationinfo SEQUENCE
name Name of the organisation FOOBAR AG
(corporate, foundation, etc...)
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH

3166-1 (2013)

nationalRegistration|D

Unique reference for this
organisation as in the Swiss Central
Business Index (zefix.admin.ch).

CHE-777.888.999

otherAddresses SEQUENCE OF
OtherAddress SEQUENCE
address structure
AddressInformation SEQUENCE

buildingNumber Building number 28
streetName Street name Bruckstrasse
poBox Postal Box number 5555
postalCode Postal code of the city 9988
city City Musterdorf
country Country code as defined in ISO CH
3166-1 (2013)
Individuallnfo SEQUENCE
PersonName SEQUENCE
surname The surname and firstname as well | Joe Muster Da Silva
as the prefixes and suffixes are
provided in this field only.
contactAddress SEQUENCE
address Structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 6897
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to authenticate

postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH
3166-1 (2013)
dateofBirth Subscriber's date of birth 19920611000000Z
Authenticationinfo SEQUENCE
authenticationType Description of the type of document | ID card
used to authenticate, e.g. passport, | Passport
ID card, driver's license
authenticationNumber | The number of the document used E12345678

8.4.4.2 Communication service: subscription information response elements and

structure

This section covers the information response elements and fields of the communication
service subscriber records according to ETSI TS 102 657 V1.19.1 Annexes A and E.

network access Subscriber

Element or Description Example
attribute
recordNumber Structure 0,1,2, ..
recordPayload structure
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberID A unique identifier for this particular | 123456789
subscriber within the CSP.
naSubscriptions structure
naSubscriptions SEQUENCE OF
NAServiceSubscription | SEQUENCE
validity Structure
startTime Start time of the subscribed service | 20100611000000+0200
endTime End time of the subscribed service | 20160731000000+0200
naServicelD Identifier for the service according SecureCom
to the CSP.
naProviderlD Unique identifier for the provider of | 99909
the service. In form of the 5 digits
allocated by the PTSS.
naAuthlD Unique identifier for this Joe123456
subscription, e.g. logon name joedasilva@securecom.ch
naServiceStatus Information about the status of the active
subscribed service. ceased
suspended

subscriber structure

GenericSubscriberinfo

SEQUENCE

Organizationinfo

SEQUENCE
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name Name of the organisation FOOBAR AG
(corporate, foundation, etc...)
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH
3166-1 (2013)
emailAddress Email address of the organisation info@foobar.ch
contactNumber SEQUENCE OF
PartyNumber Phone number(s) of the 41771112233

organisation

nationalRegistrationID

Unique reference for this
organisation as in the Swiss Central
Business Index (zefix.admin.ch).

CHE-777.888.999

otherAddresses SEQUENCE OF
OtherAddress SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 28
streetName Street name Briickstrasse
poBox Postal Box number 5555
postalCode Postal code of the city 9988
city City Musterdorf
country Country code as defined in ISO CH
3166-1 (2013)
Individuallnfo SEQUENCE
PersonName SEQUENCE
surname The surname and firsthname as well | Joe Muster Da Silva
as the prefixes and suffixes are
provided in this field only.
contactAddress SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH

3166-1 (2013)

emailAddress

Email address of the organisation

joe.muster@cspdomain.ch

contactNumber SEQUENCE OF
PartyNumber Phone number(s) of the subscriber | 41319998877
dateofBirth Subscriber's date of birth 19920611000000Z
Authenticationinfo SEQUENCE
authenticationType Description of the type of document | ID card
used to authenticate, e.g. passport, | Passport

ID card, driver's license
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authenticationNumber | The number of the document used E12345678
to authenticate

profession Profession of the subscriber, if Consultant
available.

8.4.5 Payment details information requests and responses

The encoding and formats of the parameters for the payment details information requests
and responses relate to ETSI TS 102 657 V1.19.1 Annexes A and D and E.

8.4.5.1 Payment details: network access information request criteria elements and

structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the payment details information
for network access service.

network access Subscriber

Element or Description Example
attribute
equals Request constraint
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberID A unique identifier for this 123456789
particular subscriber within the
CSP.
naSubscriptions structure
NAServiceSubscription | SEQUENCE
naProviderlD Unique identifier for the provider of | 99909

the service. In form of the 5 digits
allocated by the PTSS.

paymentDetails SEQUENCE
bankAccount SEQUENCE
iBAN International Bank Account CH5800242272380848402

Number according to ISO 13616

National bank account number, if 2272380848402
nationalAccountNumber | applicable.
billingAddress Structure
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
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country Country code as defined in ISO CH
3166-1 (2013)
allocatedDevices SEQUENCE OF
naDeviceld Identity of a device used for the 41771112233
network access
description Human readable description of the | Mobile phone
device related to the service cable modem
subscription.
dsliD DSL identifier as set by the CSP. DSL-134523
subscriberlD An alternative identifier for the NA7654321
subscriber using a specific service
of the CSP. To be used only when
it differs from the subscriberlD
defined in the NASubscriber
sequence.
mSISDNs SEQUENCE OF
PartyNumber Mobile Station International ISDN | 41771112233

Numbers (MSISDNSs) allocated to
this subscription.
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8.4.5.2 Payment details: network access information response elements and

structure

This section covers the information response elements and fields of the payment details for
the network access service according to ETSI TS 102 657 V1.19.1 Annexes A and E.

network access Subscriber

Element or Description Example
attribute
recordNumber Structure 0,1,2, ..
recordPayload structure
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberID A unique identifier for this 123456789
particular subscriber within the
CSP.
naSubscriptions structure
naSubscriptions SEQUENCE OF
NAServiceSubscription | SEQUENCE
naProviderlD Unique identifier for the provider of | 99909
the service. In form of the 5 digits
allocated by the PTSS.
paymentDetails SEQUENCE
billingMethod ENUMERATED debit
transfer
prepaid
bankAccount SEQUENCE
iBAN International Bank Account CH5800242272380848402

Number according to ISO 13616
(2007)

accountHolder

Bank account holder name

Joe Muster Da Silva

National bank account number, if 2272380848402
nationalAccountNumber | applicable.
billingAddress Structure
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH
3166-1 (2013)
validity Structure
TimeSpan SEQUENCE
startTime Start time of the billing address 20160501000000+0200
validity.
endTime End time of the billing address 20160731000000+0200

validity, if applicable.
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allocatedDevices

SEQUENCE OF

naDeviceld

ldentity of a device used for the
network access

41771112233

description

Human readable description of the
device related to the service
subscription.0

Mobile phone
cable modem

dsliD

DSL identifier as set by the CSP.

DSL-134523

subscriberlD

An alternative identifier for the
subscriber using a specific service
of the CSP. To be used only when
it differs from the subscriberlD
defined in the NASubscriber
sequence.

NA7654321

mSISDNs

SEQUENCE OF

PartyNumber

Mobile Station International ISDN
Numbers (MSISDNSs) allocated to
this subscription.

41771112233

8.4.5.3 Payment details: multimedia and telephony information request criteria
elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the payment details information
for multimedia and telephony services. Telephony being considered as a subset of

multimedia services.

Multimedia Subscriber

multimedia or telephony

Element or attribute Description Example
equals Request constraint
multimediaRecord Service = multimedia
multimediaSubscriber Category =
multimediaSubscriber
subscriberID Structure
MultimediaSubscriberID | A unique identifier for this 123456789
particular subscriber within
the CSP.
subscribedMultimedia SEQUENCE OF
Services
providerlD Unique identifier for the 99909
provider of the service. In
form of the 5 digits allocated
by the PTSS.
registeredldentifiers SEQUENCE OF
Partyldentity Party identity of the 41771112233

sip:+41771112233@csp.ch

subscriber. tel:+41771112233
paymentDetails SEQUENCE
bankAccount SEQUENCE
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iBAN International Bank Account CH5800242272380848402
Number according to ISO
13616 (2007)
nationalAccountNumber | National bank account 2272380848402
number, if applicable.
billingAddress Structure
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in CH
ISO 3166-1 (2013)

8.4.5.4 Payment details: multimedia and telephony information response elements

and structure

This section covers the information response elements and fields of the payment details
information for multimedia and telephony services according to ETSI TS 102 657 V1.19.1
Annexes A and D. Telephony being considered as a subset of multimedia services.

network access Subscriber

Element or Description Example
attribute
recordNumber Structure 0,1,2, ..
recordPayload structure
multimediaRecord Service = multimedia
multimediaSubscriber Category = multimediaSubscriber
subscriberID Structure
MultimediaSubscriberID | A unique identifier for this particular | 123456789
subscriber within the CSP.
subscribedMultimedia SEQUENCE OF
Services
providerlD Unique identifier for the 99909
provider of the service. In
form of the 5 digits allocated
by the PTSS.
registeredldentifiers SEQUENCE OF
Partyldentity Party identity or identities of 41771112233

the multimedia or telephony
subscriber.

sip:+41771112233@csp.ch
tel:+41771112233
sip:+ 41992305887 @csp.ch
tel:+41992305887

paymentDetails

SEQUENCE

billingMethod

ENUMERATED

debit
transfer
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prepaid

bankAccount

SEQUENCE

iBAN

Number according to ISO
13616 (2007)

International Bank Account

CH5800242272380848402

accountHolder

Bank account holder name

Joe Muster Da Silva

nationalAccountNumber | National bank account 2272380848402
number, if applicable.
billingAddress Structure
contactDetails SEQUENCE
address structure
AddressInformation SEQUENCE
buildingNumber Building number 12
streetName Street name Mittelstrasse
poBox Postal Box number 5578
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in CH
ISO 3166-1 (2013)
validity Structure
TimeSpan SEQUENCE
startTime Start time of the billing 20160501000000+0200
address validity.
endTime End time of the billing address | 20160731000000+0200

validity, if applicable.

8.4.6 Identity document copy information requests and responses

8.4.6.1

elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the identity document copy
information for mobile network access service.

Identity document copy: mobile network access information request criteria

network access Subscriber

Element or Description Example
attribute
equals Request constraint
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberID A unique identifier for this particular | 123456789
subscriber within the CSP.
naSubscriptions structure
NAServiceSubscription | SEQUENCE
IMSI The International Mobile Subscriber | 2289930355117730
Identity (IMSI) of the target.
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registeredICCID Integrated Circuit Card ID of the 89410228641400127777
subscriber (SIM)
allocatedDevices SEQUENCE OF
naDeviceld Identity of a device used for the 41771112233
network access
description Human readable description of the Mobile phone
device related to the service cable modem
subscription.
macAddress Media Access Control address 54A6FA471B3C
according to IEEE 802. (6 octets)
dslIiD DSL identifier as set by the CSP. DSL-134523
imei International Mobile Equipment 3571600455770051
Identity
subscriberlD An alternative identifier for the NA7654321
subscriber using a specific service
of the CSP. To be used only when it
differs from the subscriberID defined
in the NASubscriber sequence.
mSISDNs SEQUENCE OF
PartyNumber Mobile Station International ISDN 41771112233
Numbers (MSISDNSs) allocated to
this subscription.

8.4.6.2 Identity document copy: mobile network access information response
elements and structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format identity document copy shall be sent to PTSS via email to the email address provided
in the "deliveryPointHIB" of the request as one or several attachments. The CSP shall sign
and encrypt the email's attachments with OpenPGP. The subject field of the email shall
contain the "requestNumber”, provided in the request in the following format:

IR YYYYMMDD1234567

8.4.6.3 Identity document copy: mobile multimedia and telephony information
request criteria elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the identity document copy
information for mobile multimedia and telephony services.

Multimedia Subscriber

Element or attribute Description Example
equals Request constraint
multimediaRecord Service = multimedia
multimediaSubscriber Category =
multimediaSubscriber
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multimedia or telephony
subscriber.

subscriberlD Structure
MultimediaSubscriberID | A unique identifier for this 123456789
particular subscriber within
the CSP.
subscribedMultimedia SEQUENCE OF
Services
registeredldentifier SEQUENCE OF
Partyldentity Party identity of the 41771112233

sip:+41771112233@csp.ch
tel:+41771112233

registeredICCID Integrated Circuit Card ID of 89410228641400127777
the subscriber (SIM)
iMSI The International Mobile 2289930355117730
Subscriber Identity (IMSI) of
the subscriber.
8.4.6.4 Identity document copy: mobile multimedia and telephony network access

information response elements and structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format identity document copy shall be sent to PTSS via email to the email address provided
in the "deliveryPointHIB" of the request as one or several attachments. The CSP shall sign
and encrypt the email's attachments with OpenPGP. The subject field of the email shall
contain the "requestNumber" provided in the request in the following format:

IR YYYYMMDD1234567

8.4.7 Billing document copy requests and responses

8.4.7.1 Billing document copy: network access information request criteria elements
and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the billing document copy
information for network access service.

network access Subscriber
Element or Description Example
attribute

equals Request constraint

networkAccess Service = networkAccess

naBillingDetails Category = naBillingDetails

naBillingDetails structure

NABIllingDetails SEQUENCE

subscriberlD A unique identifier for this particular | 123456789

subscriber within the CSP.

191



Technical requirements for the handover interfaces for the execution of telecommunications surveillance

servicelD Description of the service that is Internet Mobile
billed by the CSP.

billingAddress Structure

contactDetails SEQUENCE

PartyNumber

Identifier pertaining to the
subscriber and CSP's service.

41751112233

8.4.7.2 Billing document copy: network access information response elements and

structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format billing document copy shall be sent to PTSS via email to the email address provided
in the "deliveryPointHIB" of the request as one or several attachments. The CSP shall sign
and encrypt the email's attachments with OpenPGP. The subject field of the email shall
contain the "requestNumber" provided in the request in the following format:

IR YYYYMMDD1234567
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8.4.7.3 Billing document copy: multimedia and telephony information request criteria
elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the billing document copy
information for multimedia and telephony services.

Multimedia Subscriber

Element or attribute Description Example
equals Request constraint
multimediaRecord Service = multimedia

MultimediaBillingDetails Category =
MultimediaBillingDetails

MultimediaBillingDetails structure
MultimediaBillingDetails SEQUENCE

subscriberlD A unique identifier for this 123456789
particular subscriber within
the CSP.

servicelD Description of the service that | VoicePlan Unlimited
is billed by the CSP.

billingAddress Structure

contactDetails SEQUENCE

PartyNumber Identifier pertaining to the 41751112233

subscriber and CSP's service.

8.4.7.4 Billing document copy: multimedia and telephony information response
elements and structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format billing document copy shall be sent to PTSS via email to the email address provided
in the "deliveryPointHIB" of the request as one or several attachments. The CSP shall sign
and encrypt the email's attachments with OpenPGP. The subject field of the email shall
contain the "requestNumber" provided in the request in the following format:

IR YYYYMMDD1234567

8.4.8 Contract document copy information requests and responses

8.4.8.1 Contract document copy: network access information request criteria
elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the contract document copy
information for network access service.

| network access Subscriber |
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Numbers (MSISDNSs) allocated to
this subscription.

Element or Description Example
attribute
equals Request constraint
networkAccess Service = networkAccess
naSubscriber Category = naSubscriber
subscriberiD A unique identifier for this particular | 123456789
subscriber within the CSP.
naSubscriptions structure
NAServiceSubscription | SEQUENCE
IMSI The International Mobile Subscriber | 2289930355117730
Identity (IMSI) of the target.
registeredICCID Integrated Circuit Card ID of the 89410228641400127777
subscriber (SIM)
allocatedDevices SEQUENCE OF
naDeviceld Identity of a device used for the 41771112233
network access
description Human readable description of the Mobile phone
device related to the service cable modem
subscription.
macAddress Media Access Control address 54A6FA471B3C
according to IEEE 802. (6 octets)
dslIiD DSL identifier as set by the CSP. DSL-134523
imei International Mobile Equipment 3571600455770051
Identity
subscriberlD An alternative identifier for the NA7654321
subscriber using a specific service
of the CSP. To be used only when it
differs from the subscriberID defined
in the NASubscriber sequence.
mSISDNs SEQUENCE OF
PartyNumber Mobile Station International ISDN 41771112233

8.4.8.2 Contract document copy: network access information response elements and

structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format contract document copy shall be sent to PTSS via email to the email address
provided in the "deliveryPointHIB" of the request as one or several attachments. The CSP
shall sign and encrypt the email's attachments with OpenPGP. The subject field of the email
shall contain the "requestNumber" provided in the request in the following format:

IR YYYYMMDD1234567
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8.4.8.3 Contract document copy: multimedia and telephony information request
criteria elements and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the contract document copy
information for multimedia and telephony services.

Multimedia Subscriber

multimedia or telephony
subscriber.

Element or attribute Description Example
equals Request constraint
multimediaRecord Service = multimedia
multimediaSubscriber Category =
multimediaSubscriber
subscriberlD Structure
MultimediaSubscriberID | A unique identifier for this 123456789
particular subscriber within
the CSP.
subscribedMultimedia SEQUENCE OF
Services
registeredldentifier SEQUENCE OF
Partyldentity Party identity of the 41771112233

sip:+41771112233@csp.ch
tel:+41771112233

Subscriber Identity (IMSI) of
the subscriber.

registeredICCID Integrated Circuit Card ID of 89410228641400127777
the subscriber (SIM)
iMSI The International Mobile 2289930355117730

8.4.8.4 Contract document copy: multimedia and telephony information response
elements and structure

At the time of edition of the present document no standardised ETSI handvover interface
exists for the delivery of documents in electronic form, such as pdf or jpg or png files.

As a temporary alternative until a standardised solution is published by ETSI, the electronic
format contract document copy shall be sent to PTSS via email to the email address
provided in the "deliveryPointHIB" of the request as one or several attachments. The CSP
shall sign and encrypt the email's attachments with OpenPGP. The subject field of the email
shall contain the "requestNumber" provided in the request in the following format:

IR YYYYMMDD1234567

8.4.9 Technical information requests and responses

The encoding and formats of the parameters for the technical data information requests and
responses relate to ETSI TS 102 657 V1.19.1 Annexes A and E.
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8.4.9.1 Technical data: mobile network access information request criteria elements

and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the mobile network access

information.

network access

Element or Description Example
attribute
equals Request constraint
networkAccess Service = networkAccess
naNetworkElement Category = NANwEIlement
NANwEIlement Structure
location SEQUENCE
globalCelllD Cell Global Identity used for GERAN
and UTRAN according to 3GPP TS | 22F8901D50BB59
23.003.
gsmLocation CHOICE
geoCoordinates SEQUENCE
latitude Geographic coordinate that N465648.10
specifies the north—south position of
a point on the Earth's surface
according to the World Geodetic
System 1984.
longitude Geographic coordinate that E0072650.80
specifies the east-west position of a
point on the Earth's surface
according to the World Geodetic
System 1984.
mapDatum World Geodetic System indication of | wGS84
the coordinates
eCGl E-UTRAN Cell Global Identifier 2289931647FA2389
used for E-UTRAN according to
3GPP TS 23.003 V13.8.0.

8.4.9.2 Technical data: mobile network access information response elements and

structure

This section covers the information response elements and fields of the mobile network

access according to ETSI TS 102 657 V1.19.1 Annexes A and E.

Network access

Element or Description Example
attribute
recordNumber Structure 0,1,2,..
recordPayload structure
networkAccess Service = networkAccess

naNetworkElement

Category = NANwElement

NANwEIlement Structu

re

location

| SEQUENCE
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globalCelllD Cell Global Identity used for GERAN
and UTRAN according to 3GPP TS | 22F8901D50BB59
23.003 V13.8.0.
rAl Routing Area Identifier according to | 22F899FEDC43
3GPP TS 23.003 V13.8.0
gsmLocation CHOICE
geoCoordinates SEQUENCE
latitude Geographic coordinates that N465648.10
specifies the north—south position of
a point on the Earth's surface
according to the World Geodetic
System 1984.
longitude Geographic coordinates that E0072650.80
specifies the east-west position of a
point on the Earth's surface
according to the World Geodetic
System 1984.
mapDatum World Geodetic System indication of | wGS84
the coordinates
azimuth The azimuth is the bearing, relative | 270
to true north
sAl Serving Area |dentifier accoroding 22F89065425785
to 3GPP TS 23.003 V13.8.0
postalLocation Structure
Addressinformation SEQUENCE
buildingNumber Building number 28
streetName Street name Marktplatz
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO CH
3166-1 (2013)
tAl Tracking Area Identifier used for E- | 228994F21AC6
UTRAN according to 3GPP TS
23.003 V13.8.0.
eCGl E-UTRAN Cell Global Identifier 2289931647FA2389
used for E-UTRAN according to
3GPP TS 23.003 V13.8.0.

8.4.9.3 Technical data: WLAN network access information request criteria elements
and structure

This section covers the request criteria contained in the requestParameters =
RequestConstraints sequence sent in the XML request for the WLAN network access
information.

network access

Element or attribute Description Example
equals Request constraint
networkAccess Service = networkAccess

naNetworkElement

Category = NANwElement

NANwEIlement Structure
NANwElement

| SEQUENCE
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3166-1 (2013)

naNwElementID In this request this element 5A23A4CF572F
contains the Basic Service Set
Identification of the WLAN
access point. Equivalent to the
MAC address of the access
point.
location SEQUENCE
gsmLocation CHOICE
geoCoordinates SEQUENCE
latitude Geographic coordinates that N465648.10
specifies the north—south
position of a point on the Earth's
surface according to the World
Geodetic System 1984.
longitude Geographic coordinates that E0072650.80
specifies the east-west position
of a point on the Earth's surface
according to the World
Geodetic System 1984.
mapDatum World Geodetic System wGS84
indication of the coordinates
postalLocation Structure
AddressInformation SEQUENCE
buildingNumber Building number 28
streetName Street name Marktplatz
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO | CH

8.4.9.4 Technical data: WLAN network access information response elements and

structure

This section covers the information response elements and fields of the WLAN network
access according to ETSI TS 102 657 V1.19.1 Annexes A and E.

Network access

contains the Basic Service Set
Identification of the WLAN
access point. Equivalent to the
MAC address of the access
point.

Element or attribute Description Example
recordNumber Structure 0,1,2, ...
recordPayload structure
networkAccess Service = networkAccess
naNetworkElement Category = NANwElement
NANwEIlement Structure
NANwEIlement SEQUENCE
naNwElementID In this response this element 5A23A4CF572F
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location SEQUENCE
gsmLocation CHOICE
geoCoordinates SEQUENCE
latitude Geographic coordinates that N465648.10
specifies the north—south
position of a point on the Earth's
surface according to the World
Geodetic System 1984.
longitude Geographic coordinates that E0072650.80
specifies the east-west position
of a point on the Earth's surface
according to the World Geodetic
System 1984.
mapDatum World Geodetic System wGS84
indication of the coordinates
postalLocation Structure
AddressInformation SEQUENCE
buildingNumber Building number 28
streetName Street name Marktplatz
postalCode Postal code of the city 9999
city City Ortdorf
country Country code as defined in ISO | CH

3166-1 (2013)

8.5 Handover interfaces requirements

8.5.1 ETSITS 102 657 V1.19.1 Handover interface for the request and delivery
of information requests

The handover interface is used for the transmission of the PTSS requests and CSP
responses for Information Requests. The data is encoded in one or several XML files.

The requirements and options related to ETSI TS 102 657 V1.19.1 are specified in section 0.

8.6 Applicable XML schema version for information requests

Any superior version can be adopted from the CSP for better performances. This must be
agreed with PTSS in order to ensure the compatibility with the actual Retained Data
Component systems, and this requires a new compliance assessment.

Applicable XML
Schema

Requirement or instruction for application

ETSITS 102 657 V.1.19.1

RDMessage XML
Schema (xsd)

RDMessage,ver19.xsd
xmins="http://uri.etsi.org/02657/v1.19.1#/RetainedData"

Table 8-6: Applicable XML schema version for information requests

199




Technical requirements for the handover interfaces for the execution of telecommunications surveillance

9 Security

9.1 Data Protection

To ensure confidentiality of data the federal requirements of “Bundesgesetz uber den
Datenschutz (DSG) vom 19. Juni 1992 (SR 235.1)” apply for both PTSS and the CSP.

9.2 Hardware Security

The CSP and PTSS must provide for prevention of unauthorised access to the functionality
of all the systems involved in lawful interception.
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10 List of Technical Specifications

This section provides a list of the ETSI Technical Specifications (ETSI TS) and IETF Request
for Comments (RFC) and ISO standards and ITU Recommendations used in this annex. It is
meant to ease the reading and implementation of the handover interfaces specified in the
present document.

ETSITS 101 671 V3.12.1

Telecommunication security; Lawful interception (LI);
Handover interface for the lawful interception of
telecommunication traffic

ETSITS 102 232-1 V3.11.1

Lawful Interception (LI); Handover Interface and Service-
Specific Details (SSD) for IP delivery;
Part 1: Handover specification for IP delivery

ETSITS 102 232-2 V3.9.1

Lawful Interception (LI); Handover Interface and Service-
Specific Details (SSD) for IP delivery;
Part 2: Service-specific details for Email services

ETSITS 102 232-3 V3.3.1

Lawful Interception (LI); Handover Interface and Service-
Specific Details (SSD) for IP delivery;

Part 3: Service-specific details for internet access
services

ETSITS 102 232-5 V3.5.1

Lawful Interception (LI); Handover Interface and Service-
Specific Details (SSD) for IP delivery;

Part 5: Service-specific details for IP Multimedia
Services

ETSITS 102 232-6 V3.3.1

Lawful Interception (LI); Handover Interface and Service-
Specific Details (SSD) for IP delivery;
Part 6: Service-specific details for PSTN/ISDN services

ETSITR 102 503 V1.10.1

Lawful Interception (LI); ASN.1 Object Identifiers in
Lawful Interception and Retained data handling
Specifications

ETSITS 102 657 V1.19.1

Lawful Interception (LI); Retained data handling;
Handover interface for the request and delivery of
retained data

ETSITS 103 120 V1.2.1

Lawful Interception (LI); Interface for warrant information

ETSITS 103 280 V1.2.1

Lawful Interception (LI); Dictionary for common
parameters

ETSITS 133 107 V13.5.0

Universal Mobile Telecommunications System (UMTS);
LTE; 3G security; Lawful interception architecture and
functions

ETSITS 133 108 V13.5.0

Universal Mobile Telecommunications System (UMTS);
LTE;
3G security; Handover interface for Lawful Interception

(L1)

ETSI ES 282 002 V1.1.1

Telecommunications and Internet converged Services
and Protocols for Advanced Networking
(TISPAN);PSTN/ISDN Emulation Sub-system (PES)

ETSI EN 300 403 V1.3.1

Integrated Services Digital Network (ISDN);

Digital Subscriber Signalling System No. one (DSS1)
protocol;

Signaling network layer for circuit-mode basic call
control
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ETSIETS 300 974 (2000)

European Telecommunication Standard (ETS) 300 974,
2000-12; GSM - Digital cellular telecommunications
system (Phase 2+); Mobile Application Part (MAP)
specification

ETSITS 129 002 V4.18.0

Universal Mobile Telecommunications System (UMTS);
Mobile Application Part (MAP) specification

3GPP TS 23.003 V13.8.0

Universal Mobile Telecommunications System (UMTS);
Numbering, addressing and identification

3GPP TS 23.032 V13.0.0

Universal Mobile Telecommunications System (UMTS);
Universal Geographical Area Description (GAD)

3GPP TS 23.060 V13.5.0

Universal Mobile Telecommunications System (UMTS);
General Packet Radio Service (GPRS); Service
description; Stage 2

3GPP TS 23.272 V13.4.0

LTE; Circuit Switched (CS) fallback in
Evolved Packet System (EPS); Stage 2

3GPP TS 23.401 V13.5.0

LTE; General Packet Radio Service (GPRS)
enhancements for Evolved Universal Terrestrial Radio
Access Network (E-UTRAN) access

3GPP TS 23.402 V13.1.0

Universal Mobile Telecommunications System (UMTS);
LTE; Architecture enhancements for non-3GPP
accesses

3GPP TS 29.060 V13.7.0

Technical Specification Group Core Network and
Terminals; General Packet Radio Service (GPRS);
GPRS Tunnelling Protocol (GTP) across the Gn and Gp
interface

3GPP TS 29.274 V13.8.0

LTE; 3GPP Evolved Packet System (EPS);

Evolved General Packet Radio Service (GPRS)
Tunnelling Protocol for Control plane (GTPv2-C); Stage
3

IETF RFC 2279

UTF-8, a Transformation Format of ISO 10646

IETF RFC 4122

A Universally Unique IDentifier (UUID) URN Namespace

IETF RFC 4180

Common Format and MIME Type for Comma-Separated
Values (CSV) Files

IETF RFC 4880

OpenPGP Message Format

IETF RFC 5321

Simple Mail Transfer Protocol

IETF RFC 5322

Internet Message Format

IETF RFC 5905

Network Time Protocol Version 4, Protocol and
Algorithms Specification

ISO 3166-1 (2013)

Codes for the representation of names of
countries and their subdivisions

ISO 13616 (2007)

Financial services - International bank account number
(IBAN)

ITU-T E.164 (11/10)

ITU-T Recommendation E.164, Numbering plan of the
international telephone service

ITU-T G.711 (11/88)

ITU-T Recommendation G.711, Pulse code modulation
(PCM) of voice frequencies

ITU-T H.248 (06/00)

ITU-T Recommendation H.248, Gateway control
protocol

ITU-T H.323 (12/09)

ITU-T Recommendation H.323, Packet-based
multimedia communications systems

ITU-T Q.763 (12/99)

ITU-T Recommendation Q.763, Signalling System No. 7
- ISDN User Part formats and codes

ITU-T Q.850 (05/98)

ITU-T Recommendation Q.850, Usage of cause and
location in the Digital Subscriber Signalling System No.
1 and the Signalling System No. 7 ISDN user part
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ITU-T Q.931 (05/98)

ITU-T Recommendation Q.931, “ISDN user-network
interface layer 3 specification for basic call control”

ITU-T Q.763 (12/99)

ITU-T Recommendation Q.763, “Specifications of
signalling System No.7; ISDN user part; Formats and
codes”

ITU-T Q.699 (09/97)

ITU-T Recommendation Q.699, “Interworking of
Signalling Systems — Interworking between Digital
Subscriber Signalling System No. 1 and Signalling
System No. 7

ITU-T X.680 (11/08)

ITU-T Recommendation X.680, Information technology -
Abstract Syntax Notation One (ASN.1): Specification of
basic notation

ITU-T X.690 (12/97)

ITU-T Recommendation X.690; Data Networks and
Open System Communication — OSI networking and
system aspects — Abstract Syntax Notation One (ASN.1)

Table 10-1: List of technical specifications
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