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Technical requirements for the handover interfaces for the execution of telecommunications surveillance

1 Scope of application

The present document is the Annex 1 to the ordinance of the FDJP Q_f 15 November 2017 on
the conduct of the surveillance of post and telecommunications (VD-UPF).

It defines the technical requirements and options for the handover interfaces between the
equipment of the Communication Service Providers (CSPs) and the equipment of the Post and
Telecommunications Surveillance Service (PTSS) for the provision of information requests,
real-time interceptions, retroactive interceptions (historical data), emergency searches and
tracing. It specifies how the respective ETSI technical specifications apply to the different
administrative and technical handover interfaces in Switzerland.

Some of the administrative and technical handover interfaces are not standardised by ETSI
and are therefore specified in a proprietary manner in this document.
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2 Abbreviations

3GPP
ASCII
ASN.1
BA

BC

BRAS
BUPF

CATV
cc

CD
CGl
CLIPIR
CMTS
COLPR
CSP
CUG
DCF77
DD
DSS1
DTD
E.164
ECGI
EPS
ETSI
E-UTRAN
FDJP
FOITT
FTP
GERAN
GPRS
GSM
HI

HLC
HTTP
HTTPS
IETF
IIF
IMAP
IMEI
IMSI
INI

IP

IRI
ISC-FDJP
ISDN
ISO
ITU-T

LAN
LEMF

Third Generation Partnership Project

American National Standard Code for Information Interchange
Abstract Syntax Notation One

Basic Access (ISDN Basic Access)

Bearer Capability

Broadband Remote Access Server

“Bundesgesetz vom 18. Marz 2016 betreffend die Uberwachung des Post- und
Fernmeldeverkehrs (BUPF, SR 780.1)” - Federal Act of 18 March 2016 on Post
and Telecommunications Surveillance (PTSA)

Cable television

Content of Communication

Call Data

Cell Global Identification

Calling Line Identification Presentation / Restriction

Cable Modem Termination System

Connected Line Identification Presentation / Restriction
Communications Service Provider

Closed User Group

German longwave time signal and standard-frequency radio station
Direct Dialling In

Digital Subscriber Signalling System No 1

Document Type Definition

International public telecommunication numbering plan defined by ITU-T
E-UTRAN Cell Global Identification

Evolved Packet System

European Telecommunications Standards Institute

Evolved Universal Terrestrial Radio Access Network

Federal Department of Justice and Police

Federal Office of Information Technology, Systems and Telecommunication
File Transfer Protocol

GSM EDGE Radio Access Network

General Packet Radio Service

Global System for Mobile Communications

Handover Interface

High Layer Compatibility

HyperText Transfer Protocol

HyperText Transfer Protocol over Secure Socket Layer

Internet Engineering Task Force

Internal Interception Function

Internet Message Access Protocol

International Mobile station Equipment Identity

International Mobile Subscriber Identity

Internal Network Interface

Internet Protocol

Interception Related Information

IT Service Centre Federal Department of Justice and Police
Integrated Services Digital Network

International Organization for Standardization

International Telecommunication Union - Telecommunication Standardisation
Sector

Local Area Network

Law Enforcement Monitoring Facility
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LI Lawful Interception

LIID Lawful Interception Identifier

MAP Mobile Application Part

MMS Multimedia Messaging Service

MS Mobile Station

MSC Mobile Switching Centre

MSISDN  Mobile Subscriber ISDN Number

MSN Multiple Subscriber Number

MTA Mail Transfer Agent

NEID Network Element Identifier

OFCOM  Federal Office of Communications (Switzerland)

OIb Object Identifier

PDN-GW  Packet Data Network Gateway

POP3 Post Office Protocol — Version 3

PRA Primary Rate Access

PRS Premium Rate Services

PSTN Public Switched Telephone Network

PTSA Federal Act of 18 March 2016 on Post and Telecommunications Surveillance
(SR 780.1)

PTSS Postal and Telecommunications Surveillance Service

PUK Personal Unblocking Key

RAI Routing Area Identity

S-GW Serving Gateway

SAI Service Area Identity

SIP Session Initiation Protocol

SIM Subscriber Identity Module

SMS Short Message Service

SMTP Simple Mail Transfer Protocol

SN Subscriber Number

SR “Systematische Sammlung des Bundesrechts” — Classified Compilation of
Federal Legislation

TAI Tracking Area ldentity

TCE-O Telecommunications equipment belonging to the obligated party (the CSP)

TCP Transport Control Protocol

TDM Time Division Multiplexing

UDP User Datagram Protocol

UE User Equipment

UMS Unified Messaging System

UMTS Universal Mobile Telecommunications System

URI Uniform Resource Identifier

URL Uniform Resource Locator

UTF-8 8-bit Unicode Transformation Format (RFC 3629, ISO 10646)

UTRAN Universal Terrestrial Radio Access Network

UuS User-to-User Signalling

VD-UPF Ordinance of the FDJP of 15 November 2017 on the conduct of Post and
Telecommunications Surveillance (SR 780.11XX)

VMS Voicemail Service

VolP Voice over IP

VPN Virtual Private Network

VUPF .verordnung Uber die Uberwachung des Post- und Fernmeldeverkehrs vom

15. November 2017 (VUPF, SR 780.11)“ - Ordinance of 15 November 2017 on
Post and Telecommunications Surveillance

WGS World Geodetic System

WLAN Wireless Local Area Network
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xDSL Digital subscriber line (x stands for various types)
XML Extensible Markup Language
XSD XML Schema Definition
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3 Definitions

Communications service provider (CSP)

The CSP is intended as the legal entity (telecommunications service provider under Article 2
letter b PTSA) providing telecommunications services, including network operators, access
providers and service providers. Where appropriate, the requirements and options in this
document concerning the CSP are applicable by analogy to the providers of derived
communication services under Article 2 letter c PTSA with extended obligations.

Handover interface (HI)

Physical and logical interface across which the information requests and the interception
measures are requested from a CSP, and the results of information requests and the results
of interception are delivered from a CSP to a law enforcement monitoring facility (processing
system of the PTSS).

Historical Data (retroactive interception)

Retained data associated with telecommunication services involving the target identity,
specifically communication associated information or data (including unsuccessful
communication attempts), service associated information or data (e.g. service profile
management by subscriber) and location information.

Interception Related Information (IRI)

Collection of information or data associated with telecommunication services involving the
target identity, specifically communication associated information or data (including
unsuccessful communication attempts), service associated information or data (e.g. service
profile management by subscriber) and location information.

Content of Communication (CC)
Information exchanged between two or more users of a telecommunication service,
excluding Interception Related Information.

Law Enforcement Monitoring Facility (LEMF)

The processing system (Verarbeitungssystem) which is designated as the transmission
destination for the results of information requests and the results of interception relating to a
particular interception subject. PTSS operates the LEMF in Switzerland.

Mediation Function (MF)
Mechanism which passes information between a CSP and a Handover Interface, and
information between the Internal Network Interface and the Handover Interface.

Target identity
Technical identity (e.g. the interception's subject directory number), which uniquely identifies
a target of interception. One target may have one or several target identities.

Delivery network (DN)

Network infrastructure between the CSP and the LEMF used to transmit the results of
information requests and the results of interception. It can support different types of lower
communication layers, which should be standard or widely used data communication
protocols.
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4 Administrative Handover Interfaces

This section covers the requirements related to the different administrative handover
interfaces carrying the real-time interceptions, retained data interceptions and information
requests orders as well as the different notifications and operational information exchanges
between PTSS and the CSP.

4.1 General

The following table enumerates the different types of orders and information requests to be
exchanged between the PTSS and the CSP and indicates which administrative handover
interface can be used.

VUPF Type of orders and | 1st 2nd 3rd
articles | data exchanged Administrative Administrative | Administrative
between PTSS and | HI HI HI
CSP
27,35 to | Information requests | HI-A according to | Secure Email Telephone / Fax
48 orders ETSITS 102 657
Abbr.: IRTask V1.19.1 Section 4.3.3.2 | Section 4.4
Section4.2.4
54 t0 59, | Real-time HI-1 according to | Secure Email Telephone / Fax
68a,68b | interception orders ETSITS 103 120
Abbr.: LITask V1.21 Section 4.3.3.1 Section 4.4
Section 4.2.2 or
4.2.3
67b,67c | Real-time Telephone and Telephone and | Telephone and
interception orders HI-1 according to | Secure Email Fax
for emergency ETSITS 103 120
paging V1.2.1
Section 4.4 Section 4.4 Section 4.4
Section 4.2.2 or Section 4.3.3.1
4.2.3
60 to 66, | Historical data (aka | HI-A according to | Secure Email Telephone / Fax
67a,67d, | retained data) ETSI TS 102 657
68¢,68d | interception orders V1.19.1
Abbr.: RDTask Section 4.2.4 Section 4.3.3.2 | Section 4.4

Table 4-1: Administrative handover interfaces for interception orders and information requests

The following table enumerates the different administrative handover interfaces that can be
used to exchange general information and notifications between the PTSS and the CSP.

Type of 1st 2nd 3rd 4th

Information | Administrative | Administrative | Administrative | Administrative
Hi Hi HI Hi

General and | Secure Email Fax Telephone Registered post

operational

information

notifications Section 4.3.4.1 Section 4.4 Section 4.4 Section 4.5

Table 4-2: Administrative handover interfaces for general information and notifications
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4.2 XML over HTTP Exchange
4.2.1 General

The administrative interface using XML over HTTPS may be used to support several
administrative processes as mentioned in the tables above in 4.1. The following table
enumerates the three interception ordering processes that use HTTPS as a transport
method.

Handover interface Section
HI1 XML over HTTP administrative interface for ordering the real-time | 4.2.2
interceptions (HI-1 eWarrant ETSI TS 103 120 V1.2.1)
Ad hoc HI1 XML over HTTP administrative interface for ordering the 4.2.3
real-time interceptions
HI-A XML over HTTP administrative interface for ordering the retained | 4.2.4
data (Historical data and Information Requests) (HI-A ETSI TS 102
657 V1.19.1)

4.2.2 HI-1 XML over HTTP administrative interface for ordering the real-time
interceptions (HI-1 eWarrant ETSI TS 103 120 V1.2.1)

HI-1 eWarrant can use the encoding and delivery format XML as described in ETSI TS 103
120 V1.2.1 clause 9.2 and HTTP transport as described in clause 9.3. The requirements and
options for this handover interface are detailed in this section.

The overall architecture used between the PTSS and CSP follows the scenario shown in
ETSITS 103 120 V1.2.1 Annex A.3 for a single "Central Authority".

| |
1 [ I |
LEAS Warrant Approving PTSS CSPs
Authority(ies) (Central Authority)
¢ m—— T T T T T T T T ———— N
< 1 |
A u \ HI-1 |
1 |
1 |
A Eﬁ_/— [ e 4
)
HI-2
PP LU S -
Mediation
- —— = 7 LEMF n HI-3 Function (MF)
— |

Figure 4-1: HI-1 administrative interface for real-time interception orders

4.2.21 Transport security

Implementations shall support HTTPS as defined in IETF RFC 2818, including the support
for mutual authentication through bidirectional certificate usage according to ETSI TS 103
120 V1.2.1 clause 9.3.4.

The exchange of the certificates and security requirements (such as key management, key
length and the choice of cryptographic algorithm) is an implementation issue and shall be
agreed bilaterally between the PTSS and the CSP.
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4.2.2.2 Action messages used for a real-time interception order process

Action messages defined by the HI-1 interface that are used by task management

processes.

Action Requests

Action Responses

Create CreateResponse
Get GetResponse
Update UpdateResponse
List

ListResponse

Error Information

Table 4-3: Action messages used by the HI-1 interface via HTTP

10
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This section provides an overview of the message flow for a real-time interception activation

order.
e
! CSP | PTSS
|

| Admin. | Admin.
! Function | Function
3 B, CREATERequest |
‘ LITask

| ‘

| ObjectID = LITask:ObjectID,

i DesiredStatus = Active

| |

! CREATEResponse

| ObjectID = LITask:ObjectID I

i Status : AwaitingProvisioning

i ———de— . U
! LISTRequest

| -~-¢— ObjectType = Notification

| [New Notification = True]

|

| I

| 1

i LISTResponse

! Void

| |

! LISTRequest

i -——— ObjectType = Notification

! [New Notification = True]

1 I

|

! LISTResponse

| Notification(s) : ObjectlD(s)

| T

} —_— e s ——— — — — e — — — — — _I ...............

| < GETRequest

i Notification(s): ObjectID

‘ I

|

i GETResponse

| Notification —

| (AssociatedObject = LITask:ObjectID)

|

| |

|

| < GETRequest

|

; LITask : ObjectiD

| |

|

i GETResponse

| LiTask >

|

|

Status = Active

LITask created with

= Status:

«AwaitingProvisioning»

Periodical polling for
Notification objects

Interception starts:
New Notification = True

LITask : Status = Active
New Notification = False

Figure 4-2: Message flow for a real-time interception activation order based on HTTP
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4.2.2.4 Message flow for a real-time interception deactivation order

This section provides an overview of the message flow for a real-time interception
deactivation order.

CSP | PTSS
Admin. | Admin.
Function | Function
i} UPDATERequest (e
¢ LITask
ObjectID = LITask:ObjectID,
DesiredStatus = Deactivated
|
UPDATEResponse
LITask:ObjectID »
———d—— . N O
LISTRequest
~—— ObjectType = Notification
[New Notification = True]
T
LISTRe.sponse
Void >
I
LISTRequest
--— ObjectType = Notification
[New Notification = True]
I
LISTResponse >
Notification(s) : ObjectID(s)
JE . qm e
P GETRequest
- Notification(s) : ObjectID
I
GETResponse
Notification —
(AssociatedObject = LITask:ObjectID)
I
- GETRequest
LITask : ObjectID
I
GETResponse
LiTask >

Status = Deactivated

Periodical polling for
Notification objects

Interception stops:
New Notification = True

" LITask : Status = Deactivated :
New Notification = False

Figure 4-3: Message flow for a real-time interception deactivation order based on HTTP
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4.2.2.5 Message flow for a real-time interception cancellation order

This section provides an overview of the message flow for a real-time interception
cancellation order.

ObjectID = LITask:ObjectID,
DesiredStatus = Active

|

CSP | PTSS |
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e CREATERequest (e |

|
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|
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LISTRequest

DU E— ObjectType = Notification LR R RRIAEREE .
[New Notification = True] \_ Periodical polling for ~:
| /" Notification objects
LISTResponse D :
Notification(s) : ObjectID(s) : :

LITask status Cancelled
New Notification = True

Notification(s): ObjectID
I
GETResponse

Notification >
(AssociatedObject = LITask:ObjectID)

GETRequest
LITask : ObjectID

GETResponse

LITask : Status = Cancelled
Status = Cancelled : New Notification = False :
e 8 S .

LITask >

Figure 4-4: Message flow for a real-time interception cancellation order based on HTTP
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4.2.2.6 Message flow in case of error/invalid of real-time interception order

This section provides an overview of the message flow in case of error or invalidity of a real-
time interception order.

ErrorDescription

! i

| CsP 1| PTSS

| | Admin. |

i Function | Function !

! A CREATERequest [Adm._] |

| LITask }

| ‘ ObjectlD = LITask:ObjectID, |

| DesiredStatus = Active !

| | 3

| CREATEResponse !

3 ObjectlD = LiTask ObjectiD - S
| Status : AwaitingProvisioning I L|Task created with

i —_——— —_——— i — _| ................................. ,:_ . _ Status:

| LISTRequest ! «AwaitingProvisioning» -
i e e i ...................................
} [New Notification = True] !

! I 1

i LISTResponse > }

i Void ! R E
| | Periodical polling for

| LISTRequest - Notification objects
i ¢—— ObjectType = Notification e :
| [New Notification = True]

| |

} LISTReSpOnSe > ...................................
| Notification(s) : ObjectID(s) i Interception failed

| R i —-—~—~—~—»—-—-—:~—~—~—»—-—-—~—~—~—~—-—-—<—~—~—~—-}—--f or impossible or rejected

i GETRequest | New Notification = True :
| e} Notification(s): ObjectiD i ...................................
| |

i GETRelsponse i

i Notification — i

! (AssociatedObject = LITask:ObjectID) !

| I !

i » GETRequest i

i LITask : ObjectiD i

i GETResponse TROTTURUNTUPUUPPRRTPPRPROOS :
i LITask > " LiTask: Status = Error
|

|

|

|

|

|
|
|
Status = Error, ErrorCode, | New Notification = False
i :
|

Figure 4-5: Message flow in case of error/invalid of real-time interception order based on HTTP
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4.2.2.7 ETSITS 103 120 V1.2.1 requirements and options
The table below present the Swiss national options according the ETSI TS 103 120 V1.2.1

and real-time interception ordering process.

Clause Available options for Swiss Additional requirements or

ETSITS |applications specifications

103 120

V1.21

6.2 Messages header

6.2.3 NationalProfileOwner: National PTSS

Version profile owner.

NationalProfileVersion: (see ETSI | Currently V1.0.0
TS 103 280 V1.2.1)

6.24 Uniqueldentifier: Unique identifier PTSS for PTSS and the CSPID for
sufficient for identifying the CSPs. CSPID is a 5-digit code allocated
object/field within the country. by the PTSS to each CSP in
LongString (see ETSI TS 103 280 Switzerland.

V1.2.1)
6.4 Action Request and Responses (request payload)
6.4.5 GET Response List of HI-1 Objects items required in the

GET Response Messages:

HI-1 object required fields:
Objectldentifier
Generation
AssociatedObjects
LastChanged

Notification object required fields:
NotificationType
NewNotification
NotificationTimestamp

LITask object required fields:
Reference
Status
TimeSpan
InvalidReason

15
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Clause
ETSI TS
103 120
V1.2.1

Available options for Swiss
applications

Additional requirements or
specifications

6.4.6

CREATE Request

List of the HI-1 Object fields required in
the CREATE Request Messages:

HI-1 object required fields:
Objectldentifier
CountryCode
Ownerldentifier
AssociatedObjects

LITask object required fields:
Reference
DesiredStatus
TimeSpan
Targetldentifier
DeliveryDetails
CSPID
Flags

CREATE Response

List of the HI-1 Object fields required in
the CREATE Response Messages:

HI-1 object required fields:
Objectldentifier
Generation
LastChanged

LITask object required fields:
Reference
Status

6.4.7

UPDATE Request

List of the HI-1 Object fields required in
the UPDATE Request Messages:

HI-1 object required fields:
Objectldentifier

LITask object required fields:
Reference
DesiredStatus
TimeSpan

UPDATE Response

List of the HI-1 Object fields required in
UPDATE Response Messages:

HI-1 object required fields:
Objectldentifier
Generation
LastChanged

LITask object required fields:
Reference

16
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Clause Available options for Swiss Additional requirements or
ETSITS |applications specifications
103 120
V1.2.1
6.4.8 LIST Request (for Notification) Object type field is required and shall
be set to “Notification”. As general
purpose, ObjectType values shall
comply with ObjectType Dictionary
(ETSITS 103 120 V1.2.1 clause 6.4.8)
LastChanged field is not required for
Notification related requests.
LIST Response (for Notification) Fields required in LIST Response
Messages:
Required:
ObjectType
Identifier
Generation
CountryCode
Ownerldentifier
LastChanged
6.4.9 Action Unsuccessful Information ErrorCode and Errorinformation shall

match values of table D.1 “Detailed
error codes” of ETSI TS 103 120 V1.2.1
Annex D.

7.1 HI-1 Object

714 AssociatedObjects The field AssociatedObjects contains
a single AssociatedObject that is
populated with the Objectldentifier of the
associated LITask or Notification object.

7.4 Notification Object

7.4.3 NotificationType Dictionary owner:

PTSS dictionary reflects specific
National PTSS Notification types.

PTSS

Dictionary Name:
NotificationTypes

Dictionary authorized values:
TaskStatusChanged
TaskStatusActive
TaskStatusCancelled
TaskStatusDeactivated
TaskStatusCompleted

8.2 LITask Object

17
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Clause Available options for Swiss Additional requirements or
ETSITS |applications specifications

103 120

V1.2.1

8.2.3 Status Dictionary owner:

PTSS dictionary reflects specific
National PTSS Status.

PTSS

Dictionary Name:
TaskStatus

Dictionary authorized values:
AwaitingProvisioning: The Task is
approved, but is not yet provisioned in
the LI system.

Active: The Task is active and can
produce LI traffic.

Rejected: The Task has been explicitly
denied or rejected by one or more
relevant authorities.

Cancelled: The Task has been
permanently cancelled

Expired: The Task date for this
Document has passed, meaning that the
Task has lapsed.

Error. The Task is not active due to a
problem with the underlying LI system:

Invalid: The Task is not active due to a
problem with the current information
populated in the Task Object.

Deactivated: The Task has been
deactivated by the PTSS (i.e. at the end
of the Authorisation timespan)

18
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Clause Available options for Swiss Additional requirements or

ETSITS |applications specifications

103 120

V1.21

8.2.4 Desired Status Dictionary owner:

PTSS dictionary reflects specific PTSS
National PTSS DesiredStatus.
Dictionary Name:
TaskDesiredStatus

Dictionary authorized values:
AwaitingProvisioning: The Task is
approved, but is not yet provisioned in
the LI system.
Active: The Task is active and can
produce LI traffic.
Rejected: The Task has been explicitly
denied or rejected by one or more
relevant authorities.
Cancelled: The Task has been
permanently cancelled
Expired: The Task date for this
Document has passed, meaning that the
Task has lapsed.
Deactivated: The Task has been
deactivated by the PTSS (i.e. at the end
of the Authorisation timespan)

8.25 TimeSpan TimeSpan is split in 5 fields detailed

below:

StartTime is populated by the PTSS in
the CREATERequest (Activation) with
required Lawful Interception start date
and time.

EndTime is populated by the PTSS in
the UPDATERequest (Deactivation) with
required Lawful Interception stop date
and time.

ProvisioningTime and
DeprovisioningTime fields are
populated by the CSPs, in the local
copy of the LITask, respectively with the
LI begin date and time and with the LI
end date and time.

TerminationTime is not used.

19
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Clause
ETSI TS
103 120
V1.2.1

Available options for Swiss
applications

Additional requirements or
specifications

8.2.6

Targetldentifier

Required fields:
TargetldentifierValues

8.2.8

DeliveryDetails

Required fields:

IRlorCC: This structure supports
the  dictionary entries of the
PTSSNationalRequestTypes dictionary.
These fields contain references to
national LI types taken from the Real-
time interception type list (see section
6.2) for lawful interception.

8.2.12

Flags

Dictionary owner:
PTSS

Dictionary Name:
FlagsStatus

Dictionary authorized values:
IsTest
Normal
Urgent

Table 4-4: ETSI TS 103 120 V1.2.1 requirements and options
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4.2.2.8 Format and coding of real-time LI activation and deactivation.

This section provides requirements and information about the different elements composing
XML requests for the real-time lawful interception sent by the PTSS to the CSP and the

respective responses.

Example of messages below are extracted from a complete lawful Interception activation
transaction. The collection of messages below aims to show an example of structure for each
kind of message, they don’t represent a full transaction.

Action message
(Request or Response)

XML header
Transactionldentifier

Timestamp

XML payload
CreateRequest CreateResponse ListRequest ListResponse
XML header XML header XML header XML header
section 4.2.2.8.1 section 4.2.2.8.1 section 4.2.2.8.1 section 4.2.2.8.1
ee4165be-4817-11e6- ee4165be-4817-11e6- b8508613-4320-4043- b8508613-4320-4043-
beb8-9e71128cae77 beb8-9e71128cae77 aa7f-2d0d818bbdb5 aa7f-2d0d818bbdb5
2016-07- 2016-07- 2016-07- 2016-07-
12712:10:00.000000Z 12712:10:03.000000Z 12715:00:00.000000Z 12715:00:10.000000Z
XML message XML message XML message XML message
payload 4.2.2.8.2 payload 4.2.2.8.3 payload 4.2.2.8.4 payload 4.2.2.8.5
GetRequest GetResponse UpdateRequest UpdateResponse
XML header XML header XML header XML header
section 4.2.2.8.1 section 4.2.2.8.1 section 4.2.2.8.1 section 4.2.2.8.1
360d1903-5892-434f- 360d1903-5892-4 34f- d8c14821-a4d5-4481- d8c14821-a4d5-4481-
87¢1-8d33400fce38 87¢1-8d33400fce38 9076-7e3b649c9f66 9076-7e3b649c9f66
2016-07- 2016-07- 2016-12- 2016-12-
13T715:00:20.000000Z 13T715:00:30.000000Z 30712:00:00.0000002 30712:01:00.000000Z

XML message
payload 4.2.2.8.6

XML message
payload 4.2.2.8.7

XML message
payload 4.2.2.8.8

XML message
payload 4.2.2.8.9

Figure 4-6: Format and coding of real-time LI activation and deactivation based on HTTP

21




Technical requirements for the handover interfaces for the execution of telecommunications surveillance

4.2.2.8.1 XML of a request/response header (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.2 Messages header

Element or attribute ‘ Description ‘ Example

Senderldentifiers CountryCode

ISOCountryCode (see ETSITS 103 |CH

280) giving 3166-1 alpha-2 code
Senderldentifier/ Uniqueldentifier

|LongString (see ETSI TS 103 280) |PTSS
Receiverldentifier/ CountryCode

|See Senderldentifier |CH
Receiverldentifier/ Uniqueldentifier

See Senderldentifier 99908

Transactionldentifier UUID (see ETSI TS 103 280 V1.2.1)

in IETF RFC 4122 canonical form

ee4165be-4817-11e6-
beb8-9e71128cae77

Timestamp QualifiedMicrosecondDateTime (see

ETSITS 103 280 V1.2.1)

2016-07-
12T12:10:00.000000Z

Version/ ETSIVersion

ShortString of the form "VX.Y.Z" (X
gives major version, Y gives minor
version, Z gives revision.

V1.2.1

Version/ NationalProfileOwner
[National profile owner

|PTSS

Version/ NationalProfileVersion

ShortString (see ETSI TS 103 280
V1.2.1)

V1.0.0

Table 4-5: XML of a request/response header for real-time Lawful Interception based on HTTP

4.2.2.8.2 XML of a CreateRequest payload (real-time Lawful Interception).

ETSITS 103 120 V1.2.1 Clause 6.4

CreateRequest LITask

Element or attribute Description Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

CountryCode ShortString (see ETSI TS CH
103 280) and ISO 3166-1
Alpha-2 code

Ownerldentifier ShortString (see ETSI TS PTSS
103 280 V1.2.1)
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LITask

Reference

LIID (see ETSI TS 103 280
V1.2.1).

2016092187654321

DesiredStatus/ common:Owner

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

DesiredStatus/ common:Name

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI

TaskDesiredStatus

TS 103 280 V1.2.1)

DesiredStatus/ common:Value

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI

Active

TS 103 280 V1.2.1)

TimeSpan/ StartTime

QualifiedDateTime (see
ETSI TS 103 280 V1.2.1).

2016-07-12T712:10:00+02:00

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatOwner

ShortString (see ETSI
TS 103 280 V1.2.1).

ETSI

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatName

ShortString (see ETSI

InternationalE164

TS 103 280 V1.2.1).

Targetldentifier/ TargetldentifierValues/ Value

LongString (see ETSI TS 103
280 vV1.2.1).

+41598889988

DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Owner

ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Name

ShortString (see ETSI
TS 103 280 V1.2.1).

PTSSNationalRequestTypes

DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Value

LongString (see ETSI
TS 103 280 V1.2.1).

RT 23 NA_CC_IRI

CSPID/ CountryCode

|Receiverldentifier

|CH

CSPID/ Uniqueldentifier

|Receiverldentifier

|99908

Flags/ TaskFlag/ common:Owner
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FlagStatus dictionary owned
by the PTSS. ShortString
(see ETSITS 103 280
V1.2.1).

PTSS

Flags/ TaskFlag/ common:Name

FlagStatus dictionary owned
by the PTSS. ShortString
(see ETSI TS 103 280
V1.2.1).

TaskStatus

Flags/ TaskFlag/ common :Valu

e

FlagStatus dictionary owned
by the PTSS. ShortString
(see ETSI TS 103 280

V1.2.1).

Normal

Table 4-6: XML of a CreateRequest payload

4.2.2.8.3 XML of a CreateResponse payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

Create response LITask

Element or attribute Description Example

HI-1 Object

Obijectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 1

LastChanged QualifiedDateTime (see 2016-07-12T12:10:00+02:00
ETSITS 103 280 V1.2.1)

LITask

Reference LIID (see ETSI TS 103 280 |2016092187654321

V1.2.1).

Status/ common:Owner

TaskStatus PTSS PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
Status/ common:Name
TaskStatus PTSS TaskStatus

proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Status/ common:Value

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI

TS 103 280 V1.2.1)

AwaitingProvisioning

Table 4-7: XML of a CreateResponse payload

24




Technical requirements for the handover interfaces for the execution of telecommunications surveillance

4.2.2.8.4 XML of a ListRequest payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

List request Notification

Element or attribute Description ‘ Example

LIST

ObjectType/ common:Owner

ObjectType Dictionary entry |ETSI
(ETSITS 103 120 V1.2.1)

ObjectType/ common:Name

ObjectType Dictionary entry |ObjectTypeDictionary
(ETSITS 103 120 V1.2.1)

ObjectType/ common:Value

ObjectType Dictionary entry |Notification
(ETSITS 103 120 V1.2.1)

Table 4-8: XML of a ListRequest payload

4.2.2.8.5 XML of a ListResponse payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

List response Notification

Element or attribute Description Example

LISTResponse

ObjectType/ common:Owner

ObjectType Dictionary entry |ETSI
(ETSITS 103 120 V1.2.1)

ObjectType/ common:Name

ObjectType Dictionary entry |ObjectTypeDictionary
(ETSITS 103 120 V1.2.1 §
6.4.8)

ObjectType/ common:Value

ObjectType Dictionary entry |Notification
(ETSITS 103 120 V1.2.1 §

6.4.8)

Objectldentifier UUID according to 4804bdd0-c4d8-41c3-847a-
IETF RFC 4122 canonical 4b5154864beb
form

CountryCode ShortString (see ETSI TS CH

103 280 V1.2.1) and ISO
3166-1 Alpha-2 code

Ownerldentifier ShortString (see ETSI TS 99908
103 280 V1.2.1)
Generation Positive integer 2
LastChanged QualifiedDateTime (see 2016-07-12T13:30:00+02:00

ETSITS 103 280 V1.2.1)

Table 4-9: XML of a ListResponse payload
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4.2.2.8.6 XML of a GetRequest payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

Get request Notification

Element or attribute Description Example
GETRequest
Objectldentifier UUID according to 4804bdd0-c4d8-41¢c3-847a-

IETF RFC 4122 canonical
form

4b5154864beb

Table 4-10: XML of a GetRequest payload

4.2.2.8.7 XML of a GetResponse payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

Get response Notification

Element or attribute Description Example
HI-1 Object
Objectldentifier UUID according to 4804bdd0-c4d8-41¢c3-847a-
IETF RFC 4122 canonical 4b5154864beb
form
Generation Positive integer 3

AssociatedObjects/ AssociatedObiject

List of Objectldentifiers:
UUID according to

IETF RFC 4122 canonical
form

8a1a0c46-2495-46d5-82¢3-
1900dcecaaab

LastChanged

QualifiedDateTime (see
ETSI TS 103 280 V1.2.1)

2016-07-13T15:00:20+02:00

Notification

NotificationType/ common:Owner

NotificationType PTSS
proprietary dictionary entry
and ShortString

PTSS

NotificationType/ common:Nam

e
NotificationType PTSS
proprietary dictionary entry
and ShortString

NotificationType

NotificationType/ common:Value

NotificationType PTSS
proprietary dictionary entry
and ShortString

TaskStatusChange

NewNotification

Boolean

True

NotificationTimestamp

QualifiedDateTime (see
ETSITS 103 280 V1.2.1)

2016-07-12T13:30:00+02:00

Table 4-11: XML of a GetResponse payload
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4.2.2.8.8 XML of an UpdateRequest payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4 Action Request and Responses

Update request LITask

Element or attribute Description Example
HI-1 Object
Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form
LITask
Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS PTSS
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Name
TaskDesiredStatus PTSS TaskDesiredStatus
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Value
TaskDesiredStatus PTSS Deactived

proprietary dictionary entry
and ShortString

TimeSpan/ EndTime

QualifiedDateTime (see
ETSI TS 103 280 V1.2.1).

2016-12-31723:59:59+02:00

Table 4-12: XML of an UpdateRequest payload
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4.2.2.8.9 XML of an UpdateResponse payload (real-time Lawful Interception)

ETSITS 103 120 V1.2.1 Clause 6.4

Update response LITask

Element or attribute Description Example

UPDATEResponse

Identifier Object Identifier UUID 8a1a0c46-2495-46d5-82¢3-
according to IETF RFC 4122 |{1900dcecaaa6
canonical form

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 4

LastChanged QualifiedDateTime (see 2016-12-30T12:00:00+02:00
ETSITS 103 280 V1.2.1)

LITask

Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1)

Table 4-13: XML of an UpdateResponse payload

4.2.2.9 Applicable XML schema version for real-time interception orders

Any superior version can be adopted from the CSP for better performances. This must be
agreed with PTSS in order to ensure the compatibility with the actual Retained Data
Component systems, and this requires a new compliance assessment.

Applicable XML Requirement or instruction for application
Schema

ETSITS 103 120 V1.2.1

XML Schema (xsd) |ts 103120v010201p0_Common.xsd

ts 103120v010201p0 Core.xsd

ts 103120v010201p0 Dictionaries.xsd

ts_103120v010201p0_LITask.xsd

ts 103120v010201p0_Notification.xsd

_ PTSSNationalProfile.xsd

XML file ts 103120v010201p0_ETSIDictionaryDefinitions.xml

_PTSS_DictionaryDefinitions V1.0.0.xml

ETSITS 103 280 V1.2.1

XML Schema (xsd) |ts_103280v010101p0.xsd

Table 4-14: Applicable XML schema version for real-time interception orders
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4.2.3 Ad hoc HI-1 XML over HTTP administrative interface for ordering the
real-time interceptions

4.2.3.1 Ad hoc HI-1 interface solution overview

The solution detailed in the section below proposes a somewhat simplified process and
interface (HI-1) to order real-time interceptions in comparison to the comprehensive
implementation of the HI-1 eWarrant specified in section 4.2.2. As this ad hoc interface does
not use the LIST and GET and Notification messages the consequence is that this ad hoc
interface solution provides a more limited control on the ordering process.

This ad hoc interface uses most of the buidling blocks of the specification ETSI TS 103 120
V1.2.1 such as the LITask objects and the XML messages and the transport network.
However, the ad hoc interface requires the CSP to send an UPDATERequest toward the
PTSS and the PTSS to send an UPDATEResponse toward the CSP with the following
adaptations:

a) In the UPDATERequest the CSP will have to send a “DesiredStatus” instead of a
"Status" towards the PTSS as specified in ETSI TS 103 120 V1.2.1 UPDATERequest
message specification.

b) Inthe UPDATEResponse the PTSS shall omit the “LastChange” and "Generation"
parameters.

4.2.3.2 Ad hoc HI-1 interface transport security

Provisions of the section 4.2.2.1 regarding transport and security remain valid for the
exchange oon ad hoc interface (XML messages via HTTPS including the elements referring
to ETSI TS 103 120 V1.2.1).

4.2.3.3 Ad hoc HI-1 interface action messages used for a real-time interception order
process

Action messages defined for the ad hoc interface that are used by the LITask management
processes.

Action Requests Action Responses

Create CreateResponse

Update UpdateResponse
Error Information

Table 4-15: Action messages used by the ad hoc HI-1 interface via HTTP

4.2.3.4 Ad hoc HI-1 interface: Message flow for a real-time interception activation
order

This section provides an overview of the message flow for an ad hoc real-time interception
activation order.
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CSP | PTSS
Admin. | Admin.
Function | Function
A CREATERequest (AT

- LITask

ObjectID = LITask:ObjectID,
DesiredStatus = Active

CREATEResponse
ObjectID = LITask:ObjectlD B
Status : AwaitingProvisioning LITask created with
=g Status:
| !¢ «AwaitingProvisioning»
[ P AP
I
I
UPDATERequest

ObjectID = LITask:ObjectlD
DesiredStatus : Active

UPDATEResponse
ObjectID = LITask : ObjectID

A

Figure 4-7: Message flow for a real-time interception activation order based on ad hoc HI1
interface

4.2.3.5 Ad hoc HI-1 interface: Message flow for a real-time interception deactivation
order

This section provides an overview of the message flow for an ad hoc real-time interception
deactivation order.

CsSP | PTSS
Admin. | Admin.
Function | Function
iy UPDATERequest (e
L LITask

DesiredStatus = Deactivated

I
I
I
I
I
I
I
I
I
I
|
I
ObjectID = LITask:ObjectID, I
I
I
I
I
I
I
I
I
I
I
I
I
I

UPDATEResponse
LITask:ObjectiD > EUTUTR
LITask updated
| for deactivation
I
|
UPDATERequest
ObjectID = LITask:ObjectlD >

DesiredStatus : Deactivated
I

UPDATEResponse
ObjectID = LITask : ObjectID

-
-«

7 LiTask : Status =
N Deacttivated

S S P DU PSSP PP AR

Figure 4-8: Message flow for a real-time interception deactivation order based on ad hoc HI1
interface
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4.2.3.6 Ad hoc HI-1 interface: Message flow for a real-time interception cancellation
order

This section provides an overview of the message flow for ad hoc real-time interception
cancellation order.

| PTSS
| Admin.
| Function
CREATERequest |
< LITask
ObjectID = LITask:ObjectID,
DesiredStatus = Active
|
CREATEResponse
ObjectID = LITask:ObjectID —
Status : AwaitingProvisioning
....................... N S U RN
|
|
.
UPDATERequest
~— ObjectID = LITask:ObjectlD
DesiredStatus : Cancelled
I
UPDATEResponse >
ObjectID = LITask : ObjectlD
|
I
UPDATERequest
ObjectID = LITask:ObjectlD >
DesiredStatus : Cancelled
|
< UPDATEResponse
ObjectID = LITask : ObjectlD
....................... G U P SO
I

: LITask created with
- Status:
«AwaitingProvisioning»

LITask : Status =
Cancelled

Figure 4-9: Message flow for a real-time interception cancellation order based on ad hoc HI1

interface
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4.2.3.7 Ad hoc HI-1 interface: Message flow in case of error/invalid of real-time
interception order

This section provides an overview of the message flow in case of error or invalidity of an ad
hoc real-time interception order.

Adm.

|
| PTSS l
|
Admin. | Admin. |
Function | Function |
CREATERequest [ Adm. ] |
‘ LITask 1
ObjectlD = LITask:ObjectID, 3
DesiredStatus = Active ;
| i
CREATEResponse !
ObjectlD = LITask:ObjectiD —> i ...................................
Status : AwaitingProvisioning | LiTask created with
B N I [ Status: :
| i «AwaitingProvisioning»
| |
UPDATERequest !
ObjectID = LITask:ObjectID ———— |
Status = Error, ErrorCode, |
ErrorDescription 1
T |
|
UPDATEResponse |
- |
ObjectID = LITask : ObjectID L
! LITask : Error
Task is not active

Figure 4-10: Message flow for a real-time interception order in case of error based on ad hoc
HI1 interface

4.2.3.8 Ad hoc HI1 interface: ETSI TS 103 120 V1.2.1 requirements and options

The table below present the Swiss national options for the implementation of the ad hoc HI1
interface according to the ETSI TS 103 120 and exchange of simple XML message via
HTTPS process.

Clause Available options for Swiss Additional requirements or

ETSITS |applications specifications

103 120

V1.21

6.2 Messages header

6.2.3 NationalProfileOwner: National PTSS

Version profile owner.

NationalProfileVersion: (see ETSI | Currently V1.0.0
TS 103 280 V1.2.1)

6.2.4 Uniqueldentifier: Unique identifier PTSS for PTSS and the CSPID for
sufficient for identifying the CSPs. CSPID is a 5-digit code allocated
object/field within the country. by the PTSS to each CSP in
LongString (see ETSI TS 103 280 Switzerland.

V1.2.1)
6.4 Action Request and Responses (request payload)
6.4.6 CREATE Request List of the HI-1 Object fields required in

the CREATE Request Messages:
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Clause
ETSI TS
103 120
V1.2.1

Available options for Swiss
applications

Additional requirements or
specifications

HI-1 object required fields:
Objectldentifier
CountryCode
Ownerldentifier

LITask object required fields:
Reference
DesiredStatus
TimeSpan
Targetldentifier
DeliveryDetails
CSPID
Flags

CREATE Response

List of the HI-1 Object fields required in
the CREATE Response Messages:

HI-1 object required fields:
Objectldentifier
Generation
LastChanged

LITask object required fields:
Reference
Status

6.4.7

UPDATE Request

List of the HI-1 Object fields required in
the UPDATE Request Messages:

HI-1 object required fields:
Objectldentifier

LITask object required fields:
Reference
DesiredStatus
TimeSpan

UPDATE Response

List of the HI-1 Object fields required in
UPDATE Response Messages:

HI-1 object required fields:
Objectldentifier
Generation*
LastChanged*

LITask object required fields:
Reference

*Only used when the message is sent by the
CSP

6.4.9

Action Unsuccessful Information

ErrorCode and Errorinformation shall
match values of table D.1 “Detailed
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Clause
ETSI TS
103 120
V1.2.1

Available options for Swiss
applications

Additional requirements or
specifications

error codes” of ETSI TS 103 120 V1.2.1
Annex D.

8.2 LITask Object

8.2.3 Status Dictionary owner:
PTSS dictionary reflects specific PTSS
National PTSS Status.
Dictionary Name:
TaskStatus

Dictionary authorized values:
AwaitingProvisioning: The Task is
approved, but is not yet provisioned in
the LI system.
Active: The Task is active and can
produce LI traffic.
Rejected: The Task has been explicitly
denied or rejected by one or more
relevant authorities.
Cancelled: The Task has been
permanently cancelled
Expired: The Task date for this
Document has passed, meaning that the
Task has lapsed.
Error. The Task is not active due to a
problem with the underlying LI system:
Invalid: The Task is not active due to a
problem with the current information
populated in the Task Object.
Deactivated: The Task has been
deactivated by the PTSS (i.e. at the end
of the Authorization timespan)

8.24 Desired Status Dictionary owner:

PTSS dictionary reflects specific
National PTSS DesiredStatus.

PTSS

Dictionary Name:
TaskDesiredStatus

Dictionary authorized values:
AwaitingProvisioning:. The Task is
approved, but is not yet provisioned in
the LI system.
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Clause Available options for Swiss Additional requirements or

ETSITS |applications specifications

103 120

V1.21
Active: The Task is active and can
produce LI traffic.
Rejected: The Task has been explicitly
denied or rejected by one or more
relevant authorities.
Cancelled: The Task has been
permanently cancelled
Expired: The Task date for this
Document has passed, meaning that the
Task has lapsed.
Deactivated: The Task has been
deactivated by the PTSS (i.e. at the end
of the Authorization timespan)

8.25 TimeSpan TimeSpan is split in 5 fields detailed
below:
StartTime is populated by the PTSS in
the CREATERequest (Activation) with
required Lawful Interception start date
and time.
EndTime is populated by the PTSS in
the UPDATERequest (Deactivation) with
required Lawful Interception stop date
and time.
ProvisioningTime and
DeprovisioningTime fields are
populated by the CSPs, in the local
copy of the LITask, respectively with the
LI begin date and time and with the LI
end date and time.
TerminationTime is not used.

8.2.6 Targetldentifier Required fields:

TargetldentifierValues
8.2.8 DeliveryDetails Required fields:

IRlorCC: This structure support
the dictionary entries of the
PTSSNationalRequestTypes
dictionary. These fields contain
references to national LI types
taken from the Real-time
surveillance type list (see
section 6.2) for lawful
interception.
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Clause Available options for Swiss Additional requirements or
ETSITS |applications specifications
103 120
V1.21
8.2.12 Flags Dictionary owner:
PTSS
Dictionary Name:
FlagsStatus
Dictionary authorized values:
IsTest
Normal
Urgent

Table 4-16: Ad hoc HI-1 interface ETSI TS 103 120 V1.2.1 requirements and options
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4.2.3.9 Ad hoc HI-1 interface format and coding of real-time simple LI activation and
deactivation.

This section provides requirements and information about the different elements composing
XML messages for the real-time lawful interception simple process exchanged over the ad
hoc HI-1 interface by the PTSS and CSP.

Example of messages below are extracted from a complete lawful Interception activation
transaction. The collection of messages below aims to show an example of structure for each
kind of message, they don’t represent a full transaction.

Action message
(Request or Response)
XML header
Transactionldentifier

Timestamp

XML payload

CreateRequest

CreateResponse

UpdateRequest*

UpdateResponse*

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

ee4165be-4817-11e6-

ee4165be-4817-11e6-

ee4165be-4817-11e6-

ee4165be-4817-11e6-

beb8-9e71128cae77 beb8-9e71128cae77 beb8-9e71128cae77 beb8-9e71128cae77
2016-07- 2016-07- 2016-07- 2016-07-
12T712:10:00.000000Z 12T712:10:03.000000Z 13T12:00:00.000000Z 13T712:00:10.000000Z

XML message
payload 4.2.3.9.1

XML message
payload 4.2.3.9.2

XML message
payload 4.2.3.9.3

XML message
payload 4.2.3.9.4

UpdateRequest

UpdateResponse

UpdateRequest®

UpdateResponse*

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

XML header
section 4.2.2.8.1

d8c14821-a4d5-4481-

d8c14821-a4d5-4481-

d8c14821-a4d5-4481-

d8c14821-a4d5-4481-

9076-7e3b649c9f66 9076-7e3b649c9f66 9076-7e3b649¢9f66 9076-7e3b649c9f66
2016-12- 2016-12- 2016-12- 2016-12-
30712:00:00.0000002 31712:04:00.0000002 31715:01:00.000000Z 31715:10:00.000000Z

XML message
payload 4.2.3.9.5

XML message
payload 4.2.3.9.6

XML message
payload 4.2.3.9.7

XML message
payload 4.2.3.9.8

Figure 4-11: Format and coding of real-time LI activation and deactivation based on HTTP

*Permutation of sender and receiver (PTSS=Receiver and CSP=Sender)
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4.2.3.9.1 Ad hoc HI-1 interface XML of a CreateRequest payload (real-time simple LI

activation)

ETSITS 103 120 V1.2.1 Clause 6.4

CreateRequest LITask

proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Element or attribute Description Example
HI-1 Object
Objectldentifier UUID according to ee4165be-4817-11e6-beb8-
IETF RFC 4122 canonical |9e71128cae77
form
CountryCode ShortString (see ETSITS |CH
103 280 V1.2.1) and ISO
3166-1 Alpha-2 code
Ownerldentifier ShortString (see ETSI TS |PTSS
103 280 V1.2.1)
LITask
Reference LIID (see ETSI TS 103 280 {2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS |PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
DesiredStatus/ common:Name
TaskDesiredStatus PTSS  |TaskDesiredStatus
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
DesiredStatus/ common:Value
TaskDesiredStatus PTSS  |Active

TimeSpan/ StartTime

QualifiedDateTime (see
ETSITS 103 280 V1.2.1).

2016-07-13T12:10:00+02:00

ShortString (see ETSI
TS 103 280 V1.2.1).

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatOwner

ETSI

ShortString (see ETSI
TS 103 280 V1.2.1).

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatName

InternationalE164

Targetldentifier/ TargetldentifierValues/ Value

LongString (see ETSI

TS 103 280 V1.2.1).

+41598889988

DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Ow

ShortString (see ETSI

ner
PTSS

TS 103 280 V1.2.1)
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DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Name
ShortString (see ETSI PTSSNationalRequestTypes
TS 103 280 V1.2.1).

DeliveryDetails/ DeliveryDestination/ IRlorCC/ common:Value
LongString (see ETSI RT_23 NA CC_IRI
TS 103 280 V1.2.1).

CSPID/ CountryCode

|Receiverldentifier |CH
CSPID/ Uniqueldentifier

|Receiverldentifier 99908
Flags/ TaskFlag/ common:Owner

FlagStatus dictionary PTSS

owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

Flags/ TaskFlag/ common:Name
FlagStatus dictionary FlagStatus
owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

Flags/ TaskFlag/ common :Value
FlagStatus dictionary Normal
owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

Table 4-17: Ad hoc HI-1 interface XML of a simple CreateRequest payload
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4.2.3.9.2 Ad hoc HI-1 interface XML of a simple CreateResponse payload (real-time simple

LI activation)

ETSITS 103 120 V1.2.1 Clause 6.4

Create response LITask

Element or attribute ’ Description Example

HI-1 Object

Objectldentifier UUID according to ee4165be-4817-11e6-beb8-
IETF RFC 4122 canonical 9e71128cae77
form

Generation Positive integer 1

LastChanged QualifiedDateTime (see 2016-07-13T12:10:03+02:00
ETSITS 103 280 V1.2.1)

LITask

Reference LIID (see ETSI TS 103 280 |2016092187654321

V1.2.1).

Status/ common:Owner

TaskStatus PTSS PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
Status/ common:Name
TaskStatus PTSS TaskStatus

proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Status/ common:Value

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

AwaitingProvisioning

Table 4-18: Ad hoc HI-1 interface XML of a CreateResponse payload (Simple LI process)
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4.2.3.9.3 Ad hoc HI-1 interface XML of a UpdateRequest payload (real-time simple LI

activation)

ETSITS 103 120 V1.2.1 Clause 6.4 Action Request and Responses

Update request LITask

Element or attribute Description Example
HI-1 Object
Objectldentifier UUID according to ee4165be-4817-11e6-beb8-
IETF RFC 4122 canonical 9e71128cae77
form
LITask
Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS PTSS
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Name
TaskDesiredStatus PTSS TaskDesiredStatus
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Value
TaskDesiredStatus PTSS Active

proprietary dictionary entry

and ShortString

Table 4-19: Ad hoc HI-1 interface XML of a simple UpdateRequest payload (sent by CSP)

4.2.3.9.4 Ad hoc HI-1 interface XML of an UpdateResponse payload (real-time simple LI

activation)

ETSITS 103 120 V1.2.1 Clause 6.4

Update response LITask

Element or attribute Description Example

UPDATEResponse

Identifier Object Identifier UUID ee4165be-4817-11e6-beb8-
according to IETF RFC 4122 |9e71128cae77
canonical form

HI-1 Object

Objectldentifier UUID according to ee4165be-4817-11e6-beb8-
IETF RFC 4122 canonical 9e71128cae77
form

LITask

Reference LIID (see ETSI TS 103280 |2016092187654321

V1.2.1)

Table 4-20: Ad hoc HI-1 interface XML of a simple UpdateResponse payload (Sent by PTSS)
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4.2.3.9.5 Ad hoc HI-1 interface XML of an UpdateRequest payload (real-time simple LI

deactivation)

ETSITS 103 120 V1.2.1 Clause 6.4 Action Request and Responses

Update request LITask

Element or attribute ’ Description Example
HI-1 Object
Objectldentifier UUID according to d8c14821-a4d5-4481-9076-
IETF RFC 4122 canonical 7e3b649c9f66
form
LITask
Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS PTSS
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Name
TaskDesiredStatus PTSS TaskDesiredStatus
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Value
TaskDesiredStatus PTSS Deactived

proprietary dictionary entry
and ShortString

TimeSpan/ EndTime

QualifiedDateTime (see
ETSI TS 103 280 V1.2.1).

2016-12-30T712:00:00+01:00

Table 4-21: Ad hoc HI-1 interface XML of a simple UpdateRequest payload
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4.2.3.9.6 Ad hoc HI-1 interface XML of an UpdateResponse payload (real-time simple LI

deactivation)

ETSITS 103 120 V1.2.1 Clause 6.4

Update response LITask

Element or attribute ‘ Description Example

UPDATEResponse

Identifier Object Identifier UUID d8c14821-a4d5-4481-9076-
according to IETF RFC 4122 |7e3b649¢9f66
canonical form

HI-1 Object

Objectldentifier UUID according to d8c14821-a4d5-4481-9076-
IETF RFC 4122 canonical 7e3b649c9f66
form

Generation Positive integer 2

LastChanged QualifiedDateTime (see 2016-12-30T14:30:00+01:00
ETSITS 103 280 V1.2.1)

LITask

Reference LIID (see ETSITS 103 280 |2016092187654321

V1.2.1)

Table 4-22: Ad hoc HI-1 interface XML of a simple UpdateResponse payload

4.2.3.9.7 Ad hoc HI-1 interface XML of a UpdateRequest payload (real-time simple LI

deactivation)

ETSITS 103 120 V1.2.1 Clause 6.4 Action Request and Responses

Update request LITask

Element or attribute | Description Example
HI-1 Object
Objectldentifier UUID according to d8c14821-a4d5-4481-9076-
IETF RFC 4122 canonical 7e3b649c9f66
form
LITask
Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS PTSS
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Name
TaskDesiredStatus PTSS TaskDesiredStatus
proprietary dictionary entry
and ShortString
DesiredStatus/ common:Value
TaskDesiredStatus PTSS Deactivated

proprietary dictionary entry
and ShortString

Table 4-23: Ad hoc HI-1 interface XML of a simple UpdateRequest payload (sent by CSP)
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4.2.3.9.8 Ad hoc HI-1 interface XML of an UpdateResponse payload (real-time simple LI
deactivation)

ETSITS 103 120 V1.2.1 Clause 6.4

Update response LITask

Element or attribute ‘ Description Example

UPDATEResponse

Identifier Object Identifier UUID d8c14821-a4d5-4481-9076-
according to IETF RFC 4122 |7e3b649c¢9f66
canonical form

HI-1 Object

Objectldentifier UUID according to d8c14821-a4d5-4481-9076-
IETF RFC 4122 canonical 7e3b649c9f66
form

LITask

Reference LIID (see ETSITS 103 280 |2016092187654321
V1.2.1)

Table 4-24: Ad hoc HI-1 interface XML of a simple UpdateResponse payload (Sent by PTSS)

4.2.3.10 Applicable XML schema version for real-time interception orders on the ad
hoc HI1 interface

The XML schema versions are identical to the ones stated in section 4.2.2.9.

4.2.4 HI-A XML over HTTP administrative interface for ordering retained data
(HI-A ETSI TS 102 657 V1.19.1)

Based on ETSI TS 102 657 V1.19.1 clause 4.5, HI-A can use the encoding and delivery
format XML over HTTP. The requirements and options for this handover interface are
detailed in the section 0.

Retained data orders encompass the historical data (aka retroactive interception) (see
section 7) and the information requests (see section 8).

4.2.41 Transport security

Implementations shall support HTTPS as defined in IETF RFC 2818, including the support
for mutual authentication through bidirectional certificate usage.

The exchange of the certificates and security requirements (such as key management, key
length and the choice of cryptographic algorithm) is an implementation issue and shall be
agreed bilaterally between the PTSS and the CSP.

4.2.4.2 Message flow for XML over HTTP order processing for retained data

The content of the XML requests are specified in the sections 7.3 and 7.4 for the historical
data and the sections 8.3 and 8.4 for the Information Requests.
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4.2.4.2.1 Message flow for successful XML over HTTP order processing for retained data

The message flow of the XML over HTTP interception orders for retained data exchange
between the PTSS and CSP in case of successful processing is according to ETSI TS 102
657 V1.19.1 clause 5.2.1 (flows noted HI-A).

4.2.4.2.2 Message flow for errors or failed XML over HTTP order processing for retained
data

The message flow of the XML over HTTP interception orders for retained data exchange
between the PTSS and CSP in case of errors and failed processing is according to ETSI TS
102 657 V1.19.1 clause 5.1.5 and the specific requirements described in the section 0.

4.2.4.2.3 Message flow for cancellation XML over HTTP order processing for retained data

The message flow of the XML over HTTP interception orders for retained data exchange
between the PTSS and CSP in case of cancellation processing is according to ETSI TS 102
657 V1.19.1 clause 5.2.2 and the specific requirements described in the section 0.

4.3 Secure Email Exchange

4.3.1 General

The administrative interface using secure email may be used to support several
administrative processes as mentioned in the tables above in section 4.1. In addition, the
secure email can also be used to transport results of retroactive interception and information
requests results.

4.3.2 Secure email with OpenPGP and keys management

The secure email interface uses OpenPGP as specified in the RFC 4880 with the specific
requirements and options indicated below:

1. Keys must have at least a 2048-bit size and a validity of at least 3 years.

PGP signed and encrypted (email body or email attachments) must be encoded in
ASCII armor. (with the suffix .asc)

3. Data (email body and/or attachments) must be first OpenPGP signed and then
OpenPGP encrypted. This process can occur in one step or two steps. The whole
email must not be signed nor encrypted.

4. Each organisation (CSP and PTSS) is responsible for the generation and the
management of its own OpenPGP certificates and related private and public keys.
Each organisation shall exchange its public key only and perform the check of the
key's fingerprint via another channel than email. For instance by phone.

5. Before the keys expire the PTSS and CSP are responsible for generating new keys
and to inform the other party at least 30 calendar days in advance. If a key has been
revoked a new key must immedialtely be generated and sent to the other party.
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4.3.3 Secure email for interception orders and information requests

In order to support the use of secure email for processing the interception orders the
following requirements must be met:

Dedicated email addresses must be created and maintained by each organisation. This
email address shall only be used for processing interception orders. These specific email
addresses and corresponding public keys are exchanged bilaterally between the PTSS and
each CSP.

e The CSP email address must follow the format LI monitor@csp-domain. The
CSP shall generate and maintain the corresponding OpenPGP key pair for this
address.

e The PTSS maintain several email addresses to process orders and generate and
maintain the corresponding OpenPGP key pairs.

There are two different types of orders that can be sent via secure email by the PTSS:

i) Orders for real-time interceptions that are using a subset of the HI-1 eWarrant defined in
ETSITS 103 120 V1.2.1, see section 4.3.3.1

ii) Orders for historical data and information requests that are using the retained data
handover interface HI-A defined in ETSI TS 102 657 V1.19.1, see section 4.3.3.2

4.3.3.1 Message flow for secure email order processing for real-time interceptions

The contents of the interception orders via secure email include an XML file that is based on
ETSI TS 103 120 V1.2.1 and an order form that is more easily readable by non technical
personnel.

The ETSI TS 103 120 V1.2.1 based XML structure and elements are described in details in
section 4.2.2.8.

4.3.3.1.1 Message flow for email activation order processing for real-time interceptions

The following figure shows the message flow of the secure email interception activation
orders for real-time interceptions exchange between the PTSS and CSP in case of
succussful processing.
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CSP | PTSS
Admin. | Admin.
Function | Function
Adm. | [ Adm. ]
Activation Order
(e-mail)

Encryption: KCpup1 and KPpyp

———— Signed: KPy _@_
Subject: Interception Type & reference

Content: XML and Order form

Order reception confirmation

|
|
|
|
|
|
|
|
|
|
|
|
Signed: KCyr, |
_@_ Subject: Re: Interception Type & P |
|
|
|
|
|
|
|
|
|
|
|
|

reference

Content: XML and Order form

Confirmation of execution
Encryption: KPpup1

_@ Signed: KCpr1 >
Subject: Interception Type & reference

Content: XML and Order form

Acknowledgement of confirmation of execution

«@——| Signed: KPy1 _®_
Subject: Re: Interception Type &

reference

Content: XML and Order form
T

Used OpenPGP keys:
KPpub1 = public key from PTSS / KP1= private key from PTSS

KCpub1 = public key from CSP / KCyr4= private key from CSP

Figure 4-12: Message flow for email activation order processing for real-time interceptions

@ PTSS sends an email with the interception order. The order is an activation order using

the CREATERequest action in the XML (see details in section 4.3.3.1.5). The body and the

attachments of the email are signed and encrypted with the OpenPGP keys.

@ CSP confirms the reception of the secure email order by sending back the received email
body but without the attachments. The email body is the same as in step ® (already signed

and encrypted) and signed with the CSP key.
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® Once the interception order has been activated the CSP sends back the filled-in order
form as a signed and encrypted attachement. The CSP may use the CREATEResponse
action in the XML file (see details in section 4.3.3.1.5).

@ PTSS will acknowledge the reception of the filled in order form to the CSP by sending a
simple email response. The email body is the same as in step @ (already signed and
encrypted) and signed with the PTSS key.

4.3.3.1.2 Message flow for email deactivation order processing for real-time interceptions

The following figure shows the message flow of the secure email interception deactivation
orders for real-time interceptions exchange between the PTSS and CSP in case of
succussful processing.
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Subject: Interception Type & reference

csp | PTSS
Admin. | Adrmin.
Function | e
Adm. | I_Adm_l
Deactivation Order
(e-mail)
Encryption: KCpup1 and KPpyp
. q——| Signed: KPyr : :

Content: XML + Order form

Order reception confirmation

Signed: KCpy

Subject: Re: Interception Type &
reference

Content: XML + Order form

Confimation of execution

Encryption: KPpup1

Signed: KCprq

Subject: Interception Type & reference

Content: XML + Order form

Acknowledgement of confirmation of execution

Signed: KPpr

Subject: Re: Interception Type &
reference

-

Content: XML + Order form

Used OpenPGP keys:

KPpub1 = public key from PTSS / KP1= private key from PTSS

KCpub1 = public key from CSP / KCyr4= private key from CSP

Figure 4-13: Message flow for email deactivation order processing for real-time interceptions

@ PTSS sends an email with the interception order. The order is a deactivation order using
the UPDATERequest action in the XML (see details in section 4.3.3.1.5). The body and the
attachments of the email are signed and encrypted with the OpenPGP keys.

@ CSP confirms the reception of the secure email order by sending back the received email
body but without the attachments. The email body is the same as in step ® (already signed
and encrypted) and signed with the CSP key.
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® Once the interception order has been deactivated the CSP sends back the filled-in order
form as a signed and encrypted attachement. The CSP shall use the UPDATEResponse
action in the XML file (see details in section 4.3.3.1.5).

@ PTSS will acknowledge the reception of the filled in order form to the CSP by sending a
simple email response. The email body is the same as in step @ (already signed and
encrypted) and signed with the PTSS key.

50



Technical requirements for the handover interfaces for the execution of telecommunications surveillance

4.3.3.1.3 Message flow for email cancellation order processing for real-time interceptions

The following figure shows the message flow in case of a cancellation order.

CSP | PTSS
Admin. | Admin.
Function | Function
Adm. | [ Adm. ]
Cancellation Order
(e-mail)

Encryption: KCpup1 and KPpup1

€———| Signed: KPyn _@_
Subject: Interception Type & reference

Content: XML + Order form

Order reception confirmation

|
|
|
|
|
|
|
|
|
|
|
|
Signed: KCp |
_@_ Subject: Re: Interception Type & — |
|
|
|
|
|
|
|
|
|
|
|
|

reference

Content: XML + Order form

Confirmation of execution
Encryption: KPpub1

Signed: KC,
_@ g pri >
Subject: Interception Type & reference

Content: XML + Order form

Acknowledgement of confirmation of execution

- @——| Signed: KP,,. _®_
Subject: Re: Interception Type &

reference

Content: XML + Order form
T

Used OpenPGP keys:
KPpub1 = public key from PTSS / KPq= private key from PTSS

KCpub1 = public key from CSP / KCpq= private key from CSP

Figure 4-14: Message flow for email cancellation order processing for real-time interceptions

The PTSS may cancel an interception activation order that has already been sent to the CSP,
as long as the CSP has not yet executed the order, i.e. for real-time interceptions if the
interception was not yet activated in the CSP's systems.

In order to be effective, the cancellation order must be issued immediately by PTSS in order
to avoid that the CSP activates the interception. For that purpose the PTSS must immediately
contact the CSP by telephone and request the cancellation of the order. If the CSP confirms
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that the activation order can be cancelled then the initial cancellation request made by
telephone must be promptly confirmed by PTSS in writing by sending a complete cancellation
order to the CSP.

If the cancellation process fails because the CSP had already activated the real-time
interception before the cancellation could take place, the PTSS shall issue a deactivation
order to terminate the interception.

@ PTSS sends an email with the interception order. The order is a cancellation order using
the UPDATERequest action in the XML (see details in section 4.3.3.1.5). The body and the
attachments of the email are signed and encrypted with the OpenPGP keys.

@ CSP confirms the reception of the secure email order by sending back the received email
body but without the attachments. The email body is the same as in step © (already signed
and encrypted) and signed with the CSP key.

® Once the interception order has been cancelled the CSP sends back the filled-in order
form as a signed and encrypted attachement. The CSP may use the UPDATEResponse
action in the XML file (see details in section 4.3.3.1.5).

@ PTSS will acknowledge the reception of the filled in order form to the CSP by sending a
simple email response. The email body is the same as in step @ (already signed and
encrypted) and signed with the PTSS key.
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4.3.3.1.4 Message flow for rejection or error email order activation processing for real-time

interceptions

The following figure shows the message flow in case of rejection or error.

CSP

Admin.
Function

Adm.

PTSS

Admin.
Function

[ Adm. ]

Activation Order (e-mail)

Encryption: KCpup1 and KPpyp1

|

Signed: KP,+

Subject: Interception Type & reference

-

Content: XML + Order form

|
Order reception confirmation

Signed: KCp

Subject: Re: Interception Type &
reference

Content: XML + Order form

Confimmation of execution

Encryption: KPyub1

Signed: KCp

O
20

Subject: Error Interception Type &
reference

Content: XML
Error
Order form

Acknowledgement of confirmationof execution

|

Signed: KPy+

Subject: Re: Error Interception Type &
reference

-

Content: XML
Error
Order form

Used OpenPGP keys:

KPpub1 = public key from PTSS / KPrq= private key from PTSS

KCpub1 = public key from CSP / KCpq= private key from CSP

Figure 4-15: Message flow for rejection or error email order activation processing for real-time

interceptions

In case of failure or rejection of the interception order by the CSP the message flows remains

the same as described in section 4.3.3.1.1; however, in step ® the CSP shall inform the

PTSS of the error/failure or rejection of the order by adding:
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i) the corresponding notification and explanation in the order form and/or XML (see details in

section 4.2.3.8).

ii) a prefix "Error" in the email's subject line.

Then in step @ the PTSS will acknowledge the reception of the error/failure message.

4.3.3.1.5 XML Structure and elements for email real-time interception orders

The HI-1 and LITask object fields only are attached to the emails. The fields remain

compliant with the ETSI TS 103 120 V1.2.1 definitions of the XSD and XML as specified in

section 4.2.2.9.

The figures below shows the messages exchanged during a lawful Interception activation
and deactivation and cancellation transaction. The collection of messages below detail the

structure of the XML that will be attached to the secure emails.

Action message (Request or Response)

XML header

Transactionldentifier

Timestamp

XML payload

CREATERequest Activation LITask

CREATEResponse Activation
LITask acknowledgement

XML header section

XML header section

eed165be-4817-11e6-beb8-9e71128cae77

ee4165be-4817-11e6-beb8-9e71128cae77

2016-07-12T712:10:00.000000Z

2016-07-14T13:40:00.000000Z

XML message

XML message

UPDATERequest Deactivation LITask

UPDATEResponse Deactivation
LITask acknowledgement

XML header section

XML header section

d8c14821-a4d5-4481-9076-7e3b649c9f66

d8c14821-a4d5-4481-9076-7e3b649c9f66

2016-12-30T12:00:00.000000Z

2016-12-30T15:00:00.000000Z

XML message

XML message

UPDATERequest Cancellation LITask

UPDATEResponse Cancellation
LITask acknowledgement

XML header section

XML header section

2633cebb-1775-42fd-8bd1-2aa11063689¢

2633cebb-1775-42fd-8bd1-2aa11063689¢

2016-07-13T12:00:00.000000Z

2016-07-13T15:00:00.000000Z

XML message

XML message

UPDATEResponse invalid LITask

XML header section

2633cebb-1775-42fd-8bd1-2aa11063689¢

2016-07-12T714:00:00.000000Z

XML message

Figure 4-16: XML Structure and elements for email real-time interception orders
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4.3.3.1.5.1 Elements composing the XML header for request and response

The table shows the different elements composing the header of the different XML messages

(Requests and Responses)

ETSITS 103 120 V1.2.1 Clause 6.2 Messages header

Element or attribute ‘ Description Example

Senderldentifiers CountryCode

ISOCountryCode (see ETSI TS 103 |CH
280 V1.2.1) giving 3166-1 alpha-2
code

Senderldentifier/ Uniqueldentifier

LongString (see ETSI TS 103 280 |PTSS
V1.2.1)

Receiverldentifier/ CountryCode
|Senderldentifier CH

Receiverldentifier/ Uniqueldentifier

Reciverldentifier: CSP 5 digit code 99908
provided by the PTSS.

Transactionldentifier UUID (see ETSI TS 103 280 V1.2.1) |ee4165be-4817-11e6-
in IETF RFC 4122 canonical form beb8-9e71128cae77
Timestamp QualifiedMicrosecondDateTime 2016-07-
(see ETSI TS 103 280 V1.2.1) 12T712:10:00.000000Z

Version/ ETSIVersion

ShortString of the form "VX.Y.Z" (X V1.2.1
gives major version, Y gives minor
version, Z gives revision.

Version/ NationalProfileOwner
|Nationa| profile owner |PTSS

Version/ NationalProfileVersion

ShortString (see ETSI TS 103 280 |V1.0.0
V1.2.1)

Table 4-25: Elements composing the XML header for request and response
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4.3.3.1.5.2 Elements of the HI-1 and LITask objects for activation request

The activation requests use the elements shown in the table below (CREATERequest):

proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

CREATERequest
Element or attribute Description ‘ Example
Hi-1 Object
Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical |1900dcecaaa6
form
CountryCode ShortString (see ETSITS |CH
103 280 V1.2.1) and ISO
3166-1 Alpha-2 code
Ownerldentifier ShortString (see ETSITS |PTSS
103 280)
LITask
Reference LIID (see ETSI TS 103 280 (2016092187654321
V1.2.1).
DesiredStatus/ common:Owner
TaskDesiredStatus PTSS  |PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
DesiredStatus/ common:Name
TaskDesiredStatus PTSS  |TaskDesiredStatus
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)
DesiredStatus/ common:Value
TaskDesiredStatus PTSS  |Active

TimeSpan/ StartTime

QualifiedDateTime (see
ETSITS 103 280 V1.2.1).

2016-07-13T12:00:00+02:00

ShortString (see ETSI
TS 103 280 V1.2.1).

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatOwner

ETSI

ShortString (see ETSI
TS 103 280 V1.2.1).

Targetldentifier/ TargetldentifierValues/ FormatType/ FormatName

InternationalE164

Targetldentifier/ TargetldentifierValues/ Value

LongString  (see  ETSI

TS 103 280 V1.2.1).

+41598889988

TaskDeliveryDetails/ DeliveryDestination/ IRlorCC / common:Owner
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TaskDeliveryType ETSI
dictionary. ShortString (see
ETSITS 103 280 V1.2.1).

PTSS

TaskDeliveryDetails/ DeliveryDestination/ IRIorCC / common:Name

TaskDeliveryType ETSI
dictionary. ShortString (see
ETSITS 103 280 V1.2.1).

PTSSNationalRequestTypes

TaskDeliveryDetails/ DeliveryDestination/ IRlorCC / common :Value

TaskDeliveryType
dictionary owned by the
PTSS

RT 23 NA CC_IRI

CSPID/ CountryCode

|See Senderldentifier

|CH

CSPID/ Uniqueldentifier

|See Senderldentifier

|99908

Flags/ TaskFlag/ common:Owner

FlagStatus dictionary
owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

PTSS

Flags/ TaskFlag/ common:Name

FlagStatus dictionary
owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

FlagStatus

Flags/ TaskFlag/ common :Val

ue

FlagStatus dictionary
owned by the PTSS.
ShortString (see ETSI TS
103 280 V1.2.1).

Normal

NationalLITaskingParameters/

CountryCode
ShortString (see ETSI TS

103 280 V1.2.1) and ISO
3166-1 Alpha-2 code

CH

Table 4-26: Elements of the HI-1 and LITask objects for activation request
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4.3.3.1.5.3 Elements of the HI-1 and LITask objects for activation response

The activation response use the elements shown in the table below (CREATEResponse):

CREATEResponse
Element or attribute Description Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 1

LastChanged QualifiedDateTime (see 2016-07-14T12:00:00+02:00
ETSITS 103 280 V1.2.1)

LITask

Reference ’LIID (see ETSI TS 103 280). ‘2016092187654321

Status/ common:Owner

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

Status/ common:Name

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

TaskStatus

Status/ common:Value

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Active

Table 4-27: Elements of the HI-1 and LITask objects for activation response
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4.3.3.1.5.4 Elements of the HI-1 and LITask objects for deactivation request

The deactivation requests use the elements shown in the table below (UPDATERequest):

UPDATERequest
Element or attribute Description ‘ Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

LITask

Reference LIID (see ETSI TS 103 280 |2016092187654321

V1.2.1).

DesiredStatus/ common:Owner

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

DesiredStatus/ common:Name

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

TaskDesiredStatus

DesiredStatus/ common:Value

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Deactivated

TimeSpan/ EndTime

TS 103 280 V1.2.1).

QualifiedDateTime (see ETSI

2016-12-30T13:00:00+01:00

Table 4-28: Elements of the HI-1 and LITask objects for deactivation request
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4.3.3.1.5.5 Elements of the HI-1 and LITask objects for deactivation response

The deactivation responses use the elements shown in the table below (UPDATERsponse):

UPDATEResponse
Element or attribute Description Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 2

LastChanged QualifiedDateTime (see ETSI {2016-12-30T15:00:00+01:00
TS 103 280 V1.2.1)

LITask

Reference ’LIID (see ETSI TS 103 280). ‘2016092187654321

Status/ common:Owner

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

Status/ common:Name

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

TaskStatus

Status/ common:Value

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

deactivated

Table 4-29: Elements of the HI-1 and LITask objects for deactivation response
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4.3.3.1.5.6 Elements of the HI-1 and LITask objects for cancellation request

The cancellation requests use the elements shown in the table below (UPDATERequest):

UPDATERequest
Element or attribute Description ‘ Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

LITask

Reference LIID (see ETSI TS 103 280 |2016092187654321

V1.2.1).

DesiredStatus/ common:Owner

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

DesiredStatus/ common:Name

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

TaskDesiredStatus

DesiredStatus/ common:Value

TaskDesiredStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Cancelled

Table 4-30: Elements of the HI-1 and LITask objects for cancellation request
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4.3.3.1.5.7 Elements of the HI-1 and LITask objects for cancellation response

The cancellation responses use the elements shown in the table below (UPDATERsponse):

UPDATEResponse
Element or attribute Description Example

HI-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 2

LastChanged QualifiedDateTime (see ETSI {2016-07-13T13:30:00+02:00
TS 103 280 V1.2.1)

LITask

Reference ’LIID (see ETSI TS 103 280). ‘2016092187654321

Status/ common:Owner

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

PTSS

Status/ common:Name

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

TaskStatus

Status/ common:Value

TaskStatus PTSS
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Cancelled

Table 4-31: Elements of the HI-1 and LITask objects for cancellation response
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4.3.3.1.5.8 Elements of the HI-1 and LITask objects for rejection or error response

In case of error response due to invalid request error use the elements shown in the table
below (UPDATERSsponse):

UPDATEResponse
Element or attribute ] Description Example

Hi-1 Object

Objectldentifier UUID according to 8a1a0c46-2495-46d5-82c3-
IETF RFC 4122 canonical 1900dcecaaab
form

Generation Positive integer 2

LastChanged QualifiedDateTime (see ETSI {2016-07-12T13:30:00+02:00
TS 103 280 V1.2.1)

LITask

Reference ‘LIID (see ETSI TS 103 280). ‘2016092187654321

Status/ common:Owner
TaskStatus PTSS PTSS
proprietary dictionary entry

and ShortString (see ETSI
TS 103 280 V1.2.1)

Status/ common:Name

TaskStatus PTSS TaskStatus
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Status/ common:Value

TaskStatus PTSS Invalid
proprietary dictionary entry
and ShortString (see ETSI
TS 103 280 V1.2.1)

Table 4-32: Elements of the HI-1 and LITask objects for invalid response

4.3.3.2 Message flow for secure email order processing for retained data
Retained data orders encompass the retroactive interception data (see section 7) and the
information requests (see section 8).

The secure email transport method allows the exchange of retained data orders and data in
both HI-A and HI-B domains described in ETSI TS 102 657 V1.19.1.

4.3.3.2.1 Message flow for successful email order processing for retained data

The following figure shows the message flow of the secure email interception orders for
retained data exchange between the PTSS and CSP in case of successful processing.
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Subject: Interception Type & reference

Content: XML + order form

Order reception confirmation

............

...................

Signed: KCy
Subject: Re: Interception Type & >
reference
Content: None
Administrative confirmation
Encryption: KPpup1
Signed: KCprq >

Subject: Interception Type & reference

Content: Retained data results: XML or file

attachments
I

Acknowledgement of administrative confirmation

Signed: KPp

Subject: Re: Interception Type &
reference

Content: Retained data results: XML or file
attachments

CSP | PTSS
Admin. | Admin.
Function | Function
...... T ! AU .- .5 FS
Activation / Cancellation / Deactivation Order (e-
mail)
Encryption: KCpup1 and KPpyp
< Signed: KPy _< : )_

HI-A domain

HI-B domain

. .
M .
........................................ P e eveecsvveecsvvcecscocososossoscsoscsssnns

Used OpenPGP keys:

KPpub1 = public key from PTSS / KP1= private key from PTSS

KCpub1 = public key from CSP / KCyr4= private key from CSP

Figure 4-17: Message flow for secure email order processing for retained data

@ PTSS sends an email with the interception order. The order can be an activation order, a
cancellation order or an information request. The XML order file is based on the RDMessage
XSD specified in ETSI TS 102 657 V1.19.1. The body and the attachments of the email are

signed and encrypted with the OpenPGP keys.
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@ CSP confirms the reception of the secure email order by sending back the received email

body but without the attachments. The email body is the same as in step © (already signed
and encrypted) and signed with the CSP key.

® Once the CSP has gathered the requested data, two different cases may occur:
i) If an HI-B interface based on HTTPS or SFTP exists between the PTSS and the CSP this
step is not necessary as the delivery of the results will act as the confirmation.

i) The CSP may use the secure email method as the HI-B interface and deliver the results as
a signed and encrypted attachment in the form of a XML or alternatively a spreadsheet file.

@ Acknowledgement: two different cases may occur:
i) If the CSP delivers the results through the HI-B interface based on HTTPS or SFTP the
acknowledgement from PTSS will be sent trhough the same interface.

ii) If the results are delivered via secure email the PTSS will acknowledge the reception of
the email message to the CSP by sending a simple email response signed with the PTSS
key.

4.3.3.2.2 Message flow for failed email order processing for retained data

In case of failure or rejection of the interception order by the CSP the message flows remains

the same as described in section 4.3.3.2.1; however, in step 3 the CSP shall inform the
PTSS of the error/failure or rejection of the order by adding:

i) the corresponding notification and explanation in the administrative confirmation form.
ii) a prefix "Error" in the email's subject line.

Then in step @ the PTSS will acknowledge the reception of the error/failure message.

4.3.3.2.3 Message flow for cancellation email order processing for retained data

The PTSS may cancel an interception activation order that has already been sent to the CSP,
as long as the CSP has not yet executed the order, i.e. for historical data activations if the
historical data has not been sent yet.

In order to be effective, the cancellation order must be issued immediately by PTSS in order
to avoid that the CSP activates the interception. For that purpose the PTSS must immediately
contact the CSP by telephone and request the cancellation of the order. If the CSP confirms
that the activation order can be cancelled then the initial cancellation request made by
telephone must be promptly confirmed by PTSS in writing by sending a complete cancellation
order to the CSP.

If the cancellation process fails because the CSP had already performed the retained data
order before the cancellation could take place, the PTSS shall issue a deactivation order to
terminate the retained data order.

If the cancellation process fails because the CSP had already sent the retained data before
the cancellation could take place, the PTSS shall inform the recipient that the concerned
retained data must be destroyed.
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4.3.4 Secure email for general and operational information notifications

The OpenPGP secure email method shall be used for the exchange of information between
the parties when information confidentiality and integrity is required.

OpenPGP certificates and keys can also be generated for individuals and groups in each
organisation (CSP and PTSS). The management of these certificates and keys must follow
the requirements described in section 4.3.2.

4.3.41 General purpose operational information notifications

Secure email shall be used for the exchange of operational information and notifications
between the CSP and the PTSS when the message's confidentiality and intergrity is
necessary.

If a message doesn't need confidentiality it still is recommended to digitally sign the message
in order to prove the sender's identity.

The following table provides a non-exhaustive list of operational information notifications that
can be exchanged between the parties:

Operational information notifications VD-UPF
Contact notification Art. 4
New services notification Art. 16
System update notification Art. 17
Fault notification Art. 22

Table 4-33: Types of operational information notifications

The notification type must be shown in the subiject field of the corresponding email.
For the notification content no specific structure is required.

4.3.4.2 Transmission of the cell Identification correlation table

When a mobile CSP does not provide the complete location information in the IRI records as
described in section 6.3.9.1 it shall provide the PTSS with a cell identification correlation
table (aka Cell-ID table).

This cell identification correlation table contains a list of all cell identifications and their
corresponding parameters of the mobile CSP, as defined in section 6.3.9.2. An updated
version of this table shall be delivered to the PTSS periodically at least every two weeks.

The table type shall be denoted in the subject field of the corresponding email.

4.4 Telephone and fax

For urgent interception orders and information requests or when no other secure
communication channel is available the PTSS may use the telephone or fax as the
administrative handover interface. An order made by telephone shall always be confirmed by
the PTSS via an electronic interface as specified in the sections 4.2 and 4.3.

PTSS and CSP shall exchange their contact details as described in the provisions of the VD-
UPF article 6.
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4.5 Registered mail

When no other secure communication channel is available the PTSS and the CSP may use

the registered mail as the administrative handover interface or delivery handover interface for
retained data results.

PTSS and CSP shall exchange their contact details as described in the provisions of the VD-
UPF article 6.
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5 Target Identifiers

This section provides information about the potential target identifiers and their formats. The
baseline set of target identifiers formats with respect to the real-time and retroactive
interception orders is according to ETSI TS 103 120 V1.2.1 Annex C and their corresponding
formats according to ETSI TS 103 280 V1.2.1 clause 6.

Depending on the services provided by the CSP and the type of interception requested by
the LEA, other or special target identifiers might be necessary to implement the interception
order. In that case the CSP and PTSS shall agree bilaterally on the more appropriate target
identifier to be used.

68



Technical requirements for the handover interfaces for the execution of telecommunications surveillance

6 Real-time Surveillance (Lawful Interception)

6.1 General

This section describes the national requirements and options of the handover interfaces (HI2
and HI3) for the delivery of real-time interceptions.

6.2 Real-time interception types

The following tables list the different real-time interception types as stated in the ordinance
VUPF and provide indications about the different supported handover interface requirements
and options to be used by the CSP to deliver the real-time interceptions results to the PTSS.

Network access real-time interception

Communication

or

VUPF | Type & Description Identifiers Section
article | (Informative translation) Handover Interfaces
(Higher version)
54 RT_22 NA _IRI Identifiers parameters 6.3
68 Network access real-time
interception with Interception ETSITS 133 108 V13.5.0 6.5.2.2
Related Information only or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-3 V3.3.1 6.5.5
55 RT_23_NA CC_IRI Identifiers parameters 6.3
68 Network access real-time
interception with Interception ETSITS 133 108 V13.5.0 6.5.2.2
Related Information and Content | or
of Communication ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-3 V3.3.1 6.5.5
Table 6-1: Network access real-time interception types
Application real-time interception
VUPF | Type & Description Identifiers Section
article | (Informative translation) Handover Interfaces
(Higher version)
56 RT_24 TEL_IRI Identifiers parameters 6.3
68 Telephony and multimedia
services real-time interception ETSITS 101 671 V3.12.1 6.5.1
with Interception Related or
Information only ETSITS 133 108 V13.5.0 6.5.2
or
ETSITS 102 232-1 V3.11.1& 6.5.3
ETSITS 102 232-5 V3.5.1 6.5.6
or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-6 V3.3.1 6.5.7
57 RT_25 TEL_CC_IRI Identifiers parameters 6.3
68 Telephony and multimedia
services real-time interception ETSITS 101 671 V3.12.1 6.5.1
with Interception Related or
Information and Content of ETSITS 133 108 V13.5.0 6.5.2
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ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-5V3.5.1 6.5.6
or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-6 V3.3.1 6.5.7
58 RT_26_EMAIL_IRI Identifiers parameters 6.3
68 E-Mail services real-time
interception with Interception ETSITS 102 232-1 V3.11.1 & 6.5.3
Related Information only ETSITS 102 232-2 V3.9.1 6.54
59 RT_27_EMAIL_CC_IRI Identifiers parameters 6.3
68 E-Mail services real-time
interception with Interception ETSITS 102 232-1 V3.11.1& 6.5.3
Related Information and Content | ETSI TS 102 232-2 V3.9.1 6.54
of Communication
Table 6-2: Application real-time interception types
Emergency paging real-time interception
VUPF | Type & Description Identifiers Section
article | (Informative translation) Handover Interfaces
(Higher version)
67 b EP_36_RT_CC_IRI Identifiers parameters 6.3
Network access and telephony
and multimedia services real-time | ETSI TS 101 671 V3.12.1 6.5.1
interception with Interception or
Related Information and Content | ETSI TS 133 108 V13.5.0 6.5.2
of Communication or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-5V3.5.1 6.5.6
or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSI TS 102 232-6 V3.3.1 6.5.7
67 c EP_37_RT_IRI Identifiers parameters 6.3
Network access and telephony
and multimedia services real-time | ETSI TS 101 671 V3.12.1 6.5.1
interception with Interception or
Related Information only ETSITS 133 108 V13.5.0 6.5.2
or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-5V3.5.1 6.5.6
or
ETSITS 102 232-1 V3.11.1 & 6.5.3
ETSITS 102 232-6 V3.3.1 6.5.7

Table 6-3: Emergency paging real-time interception types

6.3 Common identifiers and parameters of the handover interfaces

This section provides information about the definition and format of several identifiers and
parameters that are common to several handover interfaces for the delivery of real-time
interception data. Some of these identifiers and parameters are present in all handover
interfaces while others are present only in some of them.
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6.3.1 Lawful Interception Identifier (LIID)

The LIID according to ETSI TS 101 671 V3.12.1 §6.1 and ETSI TS 102 232-1 V3.11.1 §5.2.2
and ETSI TS 133 108 V13.5.085.1 consists of maximum 25 numbered digits (0..9) for the
sub-address option according to ETSI TS 101 671 V3.12.1 annex E respectively to ETSI TS
133 108 V13.5.0 Annex J.

Lawful Interception in Switzerland supports the LIID format for sub-address option according
to ETSI TS 101 671 V3.12.1 Annex E and ETSI TS 133 108 V13.5.0 Annex J, but requires
only a maximum of 15 numbered digits (0..9).

The LIID parameter is generated by the PTSS and provided to the CSP.

a. Forthe LIID in the Calling Party Number in the circuit switched handover interfaces using
ETSITS 101 671 V3.12.1 or ETSI TS 133 108 V13.5.0:

The LIID delivered to the LEMF in the Calling Party Subaddress, when a CC-link is being
established, shall meet the requirements specified in ETSI TS 101 671 V3.12.1 Annex E,
Table E.3.5, and ETSI TS 133 108 V13.5.0 Annex J, Table J.2.6, where digit 1 is the most
significant digit. After the last digit (maximum digit 15), the field separator determines the end
of the field. The subsequent field “direction” shall be rearranged, i.e. mapped into octet 12,
whereas the service octets must still be mapped into octets 19-23.

b. Forthe LIID in the IRI-Records:

For the LIID contained within the IRI-Records, ETSI TS 101 671 V3.12.1 Annex D.5 the IRI-
Parameter LawfulInterceptionIdentifier applies.

Note that ETSI TS 102 232-1 and ETSI TS 133 108 V13.5.0 import this parameter from ETSI
TS 101 671 V3.12.1.

6.3.2 Communication Identifier (CID)

The communication identifier (CID) is used in several handover interfaces and defined in
ETSITS 101 671V3.12.1 §6.2 and ETSI TS 102 232-1 V3.11.1 §5.2.4 and ETSI TS 133 108
V13.5.0 §5.1.2.

6.3.2.1 Operator Identity (OperatoriD)

The OperatorlD in Switzerland has a format of 5 digits.

It is issued by the PTSS and provided to the CSP with the following format:

Requirements specified by ETSI shall be met as follows:
a. For insertion of the OperatorlD in the Subaddress field, ETSI TS 101 671 V3.12.1 Annex
E and ETSI TS 133 108 V13.5.0 Annex J apply.
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b. For the OperatorID contained within the IRI-Records, ETSI TS 101 671 V3.12.1 Annex
D.5and ETSI TS 102 232-1 V3.11.1 Annex A.2 and ETSI TS 133 108 V13.5.0 Annex B
the IRI-Parameter operator-Identifier applies.

6.3.2.2 Network Element ID (NEID)

The network element identifier distinguishes between the various source IIF carrying out the
LI operations and thus potentially serving the LEMF. Depending on the handover interface in
use the NEID may have different formats (e.g. e164-Format, iP-Address).

Requirements specified by ETSI shall be met as follows:

a. For the NEID conveyed in the Calling Party Number in the circuit switched handover
interfaces using ETSI TS 101 671 V3.12.1 or ETSI TS 133 108 V13.5.0:

For the NEID delivered to LEMF within the Calling Party Number information element, the
encoding of the NEID according to ETSI TS 101 671 V3.12.1 Annex E.4.2 or ETSI TS 133
108 V13.5.0 Annex J.2.4.2 apply, with the following clarification: The CSP shall make
provision that at the Handover Interface the Calling Party Number is delivered to the LEMF in
one of the formats specified below, the choice (on a call-by-call basis) being a CSP option:
i.  national number with Type of Number “unknown” with prefix (in Switzerland the prefix
is “0”)
ii.  national number with Type of Number “national number”
iii. international number with Type of Number “unknown” with prefix (in Switzerland the
prefix is “00”)
iv.  international number with Type of Number “international number”
v.  Numbering Plan Identification shall be “ISDN/telephony numbering plan”

b. Forthe NEID in the IRI-Records:

For the NEID conveyed within the IRI-Records, ETSI TS 101 671 V3.12.1 Annex D.5 IRI-
Parameter Network-Element-Identifier applies.

Note that ETSI TS 102 232-1 V3.11.1 and ETSI TS 133 108 V13.5.0 import this parameter
from ETSI TS 101 671 V3.12.1.

6.3.3 Communication Identity Number (CIN)

The Communication Identity Number (CIN) parameter is used in several handover interfaces
and defined in ETSI TS 101 671 V3.12.1 §6.2.2 and ETSI TS 102 232-1 V3.11.1 §5.2.4.

The CIN parameter is assigned by the CSP.

a. Forthe CIN in the Called Party Number in the circuit switched handover interfaces using
ETSITS 101 671 V3.12.1 or ETSI TS 133 108 V13.5.0:

The CIN delivered to the LEMF in the Called Party Subaddress when a CC-link is being
established shall meet the requirements specified in ETSI TS 101 671 V3.12.1 Annex E,
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Table E.3.4, or ETSI TS 133 108 V13.5.0 Annex J, Table J.2.5. The minimum required

number of digits is 5 and the maximum is 8 digits.

b. For the CIN in the IRI-Records according to ETSI TS 101 671 V3.12.1 or ETSI TS 133

108 V13.5.0:

For the format of the CIN conveyed as IRl Parameter communication-Identity-
Number, ETSI TS 101 671 V3.12.1 Annex D.5 or ETSI TS 133 108 V13.5.0 Annex B.3a
apply, with the CIN being encoded as ASCII with a range of 5 up to 8 digits.

c. For the CIN in the IRI-Records according to ETSI TS 102 232-1 V3.11.1:

For the format of the CIN conveyed as IRl Parameter communicationIdentityNumber,

ETSITS 102 232-1 V3.11.1 Annex A.2 applies, with the CIN being encoded as integer with a

range of 0 up to 4294967295.

6.3.4 CCLID

The CCLID shall not be used, as for multiparty calls option A has to be implemented (ETSI

TS 101 671 V3.12.1 Annex A.1.1 and A.5.4.2 or ETSI TS 133 108 V13.5.0 §5.1.3).

6.3.5 Correlation numbers and Correlation values

The Correlation Number and Correlation Values are specified in ETSI TS 133 108 V13.5.0

for packet switched based services and used to correlate CC and IRI or different IRI records
within one PDP context or Bearer or Tunnel or VolP session or conference session or group

communication or MBMS session.

The Correlation Numbers and Correlation Values parameters are assigned by the CSP.

Depending on the services the Correlation Numbers and Correlation Values are defined in

different clauses of ETSI TS 133 108 V13.5.0:

Service

Definition

Packet data domain (UMTS network access)

ETSITS 133 108 V13.5.0 §6.1.3

Multi-media domain

ETSITS 133 108 V13.5.0 §7.1.3

Evolved Packet System (EPS and non-3GPP
access)

ETSITS 133 108 V13.5.0 §10.1.3

IMS Conference service

ETSITS 133 108 V13.5.0 §11.1.4

IMS-based VolIP Services

ETSITS 133 108 V13.5.0 §12.1.4

Table 6-4: ETSI TS 133 108 Services

6.3.6 Timestamp

6.3.6.1 Time synchronisation

The precision of the timestamps generated by the CSP’s systems with respect to the

reference time base must be within +/- 5 seconds.
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The following server is defined as the reference time base:
Alias NTP time server: ntp.metas.ch

It is suggested to use the Network Time Protocol (NTP) according to IETF RFC 5905 for
synchronisation, but any other system (e.g. DCF77, GPS, etc.) may also be used as long as
the offset from the reference time base remains within the range of +/- 5 seconds.

6.3.6.2 Timestamp formats

The format of the timestamps delivered by the CSP may differ depending on the handover
interface used to deliver intercepted data to the PTSS.

For the handover interfaces defined in ETSI TS 101 671 V3.12.1 and ETSI TS 133 108
V13.5.0 the timestamp can be provided either in:
a) Localtime: as GeneralizedTime with the winterSummerIndication
parameter.
or
b) UTC time

For the handover interface defined in ETSI TS 102 232-1 V3.11.1 the timestamp can be
provided either as:
a) GeneralizedTime: as UTC time with the time zone indication.
or
b) MicroSecondTimeStamp: with seconds and microseconds, a.k.a UNIX time epoch.

The timestamp in UTC time and with an accuracy to the millisecond is preferred.

6.3.7 Transmission of identifiers

The identifiers are to be transferred as follows:
1. CC HI3 interface:

For the delivery in the circuit switched domain the identifiers shall be transmitted in the D-
Channel (that is, in the D-Channel of the respective CC link of the HI3 interface) when a
CC link is established, using a DSS1 SETUP Message, within the Calling Party and
Called/Calling Party Subaddress information elements. Subaddress option according to
ETSITS 101 671 V3.12.1 Annex E or ETSI TS 133 108 V13.5.0 Annex J apply.

For the delivery in the packet switched domain the identifiers shall be transmitted in the
packet data unit according to ETSI TS 102 232-1 V3.11.1 Annex A.2 or ETSI TS 133 108
V13.5.0 Annex B.

2. IRI HI2 interface: The necessary identifiers shall be transmitted within every IRI
record, to allow correlation at the LEMF.
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6.3.8 FTP file naming and parameters for IRl records delivery

For the HI2 handover interfaces defined in ETSI TS 101 671 V3.12.1 and ETSI TS 133 108
V13.5.0 the IRI records are delivered to the LEMF with the FTP protocol. The sub-sections
below specifies the file naming and the necessary parameters to operate the FTP
connection.

6.3.8.1 File naming

The composition of the filename is based on the file naming method B according to ETSI TS
101 671 V3.12.1 Annex C.2.2 or ETSI TS 133 108 V13.5.0 Annex A.2.

<Filenamestring> of the format ABXYyymmddhhmmsseeeet
Where:

‘AB’ ASCII letters are assigned by PTSS to the CSP

‘XY’ ASCII letters can be chosen by the CSP

6.3.8.2 FTP parameters

When transferring data via FTP the systems of the CSP act as sender (i.e. FTP client), and
those of PTSS as recipient (i.e. FTP server).

PTSS operates several LEMF systems; therefore, the CSP shall be able to configure multiple
FTP accounts in the mediation function(s) to reach the different LEMF systems. The
minimum number shall be 3.

The values of these parameters (e.g. IP address, username and password for the FTP
account) are defined during the compliance assessment procedure.
The following rules apply in general:

1. Multiple IRI data sets can be treated as a single file. In case of ASN.1 encoded data,
for example, an ‘IRI sequence’ is used for this.

2. ltis possible to transfer one or multiple files in the same communication session if
these files are already available on CSP systems. When no further files are available,
the communication session must be terminated immediately after file transfer.

The following table contains the definitions for the most important FTP parameters:

Value Content
Document type binary
Filename length: 21 characters

characters: allowed characters:
upper case letters A-Z, digits 0-9

CSP username for LEMF | length: at least 8 characters

FTP server characters:  lower and upper case letters a-z A-Z, digits 0-9
CSP password for LEMF | Length: at least 8 characters

FTP server characters:  lower and upper case letters a-z A-Z, digits 0-9
Directory change It is not allowed to change the directory in the FTP server.

Port for data connection 20/TCP (default value)
Port for control connection | 21/TCP (default value)
Mode FTP passive mode must be supported.

Table 6-5: FTP parameters formats
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6.3.9 Location information

6.3.9.1 Requirements for the Location Function on Mobile Networks

This section describes in general terms the requirements for the Location Function on Mobile
Networks (circuit switched and packet switched domains) making use of the capabilities at
the handover interface specified by ETSI.

In particular, this includes the identity of one, or a combination of, the entities indicated in the
following table:

Cal Cell Global Identification

ECGI E-UTRAN Cell Global Identification
SAl Service Area ldentification

RAI Routing Area Identity

TAl Tracking area Identity

Table 6-6: Mobile networks location identifications

The identities provided to PTSS shall be the same as the ones actually used on the mobile
radio interface.

The geographical coordinates of the antenna serving the target must be indicated in
accordance with the WGS84 World Geodetic System and coded according to one of the
method indicated in the following table

Structure Sub-structure Format

GSMLocation | geoCoordinates | latitude XDDMMSS.SS

longitude XDDDMMSS.SS

mapDatum wGS84

azimuth (0..359) OPTIONAL (see NOTE)
UMTSLocation | GA-Point GeographicalCoordinates
latitudeSign ENUMERATED {north,
south}

latitude (0..8388607)

longitude (-8388608..8388607)
-- as defined in 3GPP TS 23.032

Table 6-7: Mobile networks location geocoordinates encoding

NOTE: when a cell is composed of several main beam directions or when it is omnidirectional
the corresponding azimuth parameter shall be omitted.

The CSP must deliver the most accurate location concerning the intercepted mobile network
connection.

For the ASN.1 definitions see sections 6.5.1 or 6.5.2.

Delivering the location information in the way described in this clause obsoletes the delivery
of the Cell-ID correlation table as described in section 6.3.9.2.

6.3.9.2 Provisioning of Cell-ID Correlation Tables

This section describes a Swiss proprietary method for the Location Function on Mobile
Networks (circuit switched and packet switched domains).
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This method derives the geographical Location Information from a CGl or ECGI making use
of the so-called "Cell-ID Correlation Table". This method obsoletes the passing of the "real"
geographical location information across the handover interface HI2 e.g. GSMLocation or
UMTSLocation as defined in 6.3.9.1.

Following contents must be included in the Cell-ID correlation table:

1. Name of operator

2. Date of table delivery

3. Cell Global Identifier (CGI) or E-UTRAN CGI (ECGI)

4. Swissgrid CH1903+ coordinates of the antenna locations corresponding to each Cell-
ID

5. Direction of the main beam of the antenna corresponding to each Cell-ID: The beam
direction angle refers to the mapped 2-dimensional horizontal middle compass angle
(in degrees 0-360) of the corresponding cell sector. In case of an umbrella sector, the
value —1 must be inserted in this field. When a cell has several main beam directions
or when the main beam characteristic is not applicable for the radio access
technology, the main beam direction information shall be set to the value -1.

6. Full postal address (if available)

The first row of the table is reserved as follows:
1. Name of operator (1st column)
2. Date of table delivery (2nd column) as follows: ddmmyyyy

Each subsequent row contains a Cell-ID with the corresponding coordinates and beam
direction as follows:

1. CGl or ECGI (1st column)

2. E-Coordinate (east) (2nd column)

3. N-Coordinate (north) (3rd column)

4. Direction of main beam of antenna (4th column)

5. Postal address

The contents of the table must be saved in CSV (Comma Separated Values) format
according to IETF RFC 4180. This format separates columns of data by commas and rows
by carriage return.

The filename of the table must have the following format (the prefix CM means “Cell-ID
Map”): CM_operatorXY_yyyymmdd.csv

where
<operatorXY> Name of the operator providing the table
<yyyymmdd> Date of table delivery

The following example shows the contents of a Cell-ID correlation table in CSV format,
mapping several Cell-IDs:
OperatorXY,20101201,,,
228-0X-56F0-B64B,2600000,1200000,26,Bern Bundesgasse 8
228-0X-57F3-C76A, 2612480, 1176801,45,Autobahn A6 Weststr.km29.750 3600 Thun
228-0X--ABCD123,2585864,1219119,-1,Ringstrasse 10 2560 Port

77



Technical requirements for the handover interfaces for the execution of telecommunications surveillance

6.4 ASN.1 parameters definition

All parameters designated as “conditional” or “optional” in the ETSI specifications must
always be delivered to the LEMF when available and not otherwise specified.

6.5 Handover interfaces requirements and options

This section provides detailed information about the different requirements and options to be
used in Switzerland for the handover interfaces specified by ETSI. Depending on the real-
time interception type the CSP in agreement with the PTSS may choose to use one of those
handover interfaces.

6.5.1 ETSITS 101 671 V3.12.1 Handover interface for the lawful interception of
telecommunications traffic

This handover interface may be used for the delivery of the intercepted data related to
telephony service in the circuit switched domain, such as PSTN, ISDN, GSM and UMTS.

6.5.1.1 ETSITS 101 671 V3.12.1 requirements and options

Note: The lawful interception requirements related to the TETRA technology are not
applicable in Switzerland.

Clause Selection of ETSI options for Additional requirements
ETSITS |Switzerland

101 671

V3.12.1

5.1 Manual/Electronic handover

interface 1 (HI1)
An electronic handover interface from | See section 4
the LEMF to the obligated party’s
technical infrastructure for direct
administration of interception
measures without the involvement of
the obligated party is not
implemented in Switzerland.

Events regarding the management of
an interception (e.g. activation and
deactivation) and error
communication must be delivered.

6.2.1 Network identifier (NID)
The NID is composed of 5 digits: See section 6.3.2.1
NWO/AP/SvP identifier (Operator
identifier).

PTSS provides the Operator
identifier.

8.1 Data transmission protocol
FTP is used for IRI data, HI1 See section 6.3.8
notifications and packetised CC such
as SMS and UUS (see ETSI TS 101
671 V3.12.1 Annex A.4.2.).

ROSE is not allowed.
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Clause Selection of ETSI options for Additional requirements
ETSITS |Switzerland
101 671
V3.12.1
The FTP connection must be closed
immediately after data transmission.
11 Security aspects

For CC over ISDN, CLIP and COLP
services are used.

CUG does not need to be implemented.

Annex A: Circuit switched network handover

A.1.3

Usage of identifiers

Options “IRI and CC” and “only IRI”
option must be supported. Option
“only CC” does not need to be
implemented.

A.3.2.1

Control information for HI2

The timestamp must include official
local time and related DST indication
or UTC time.

See section 6.3.6

A4

Delivery of Content of
Communication

For relating CC data to other H-
Interfaces the subaddress service will
be used as specified in ETSI TS 101
671 V3.12.1 Annex E instead of the
user-to-user signalling.

As an alternative to the Bearer
Capability (BC) of the value “UDI”, the
BC can take the value used in the
intercepted call, the choice being a CSP
option.

A4.2

Delivery of packetized Content of
Communication

For SMS and UUS Services, CC will
be transferred as IRI.

For transferring CC data, the ASN.1
module ‘HI2Operations’ according to
ETSITS 101 671 V3.12.1 Annex D.5
shall be used.

A43

Control information for circuit
switched Content of
Communication

The terminal end point of PTSS
replies to a SETUP message
immediately with a CONNECT
message, i.e. without any ALERTING
message.

A4.5

Security requirements at the
interface port HI3

ISDN Service specifications CLIP and
COLP must be used for creating the
CC links to the LEMF.

CUG does not need to be implemented.

A453

Authentication

A special authentication procedure
within the ISDN B Channel or within
the Subaddress is not used.
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Clause
ETSI TS
101 671
V3.12.1

Selection of ETSI options for
Switzerland

Additional requirements

AS54

Multi party calls — general
principles

Only option A is available and must
be used.

A.6.3

Call Hold/Retrieve

If an active call is put on hold, its CC
link shall stay intact and the signal
from the held party shall be switched
through to the LEMF. If the target
sets up a new call, while one call is
on hold, this call shall be treated as a
normal originating call (additional CC
link) ETSI TS 101 671 V3.12.1 Annex
A.6.3.1 applies. CC links shall stay
intact and the signal from the held
party shall be switched through.

A.6.4

Explicit Call Transfer (ECT)

For explicit call transfer, option 2
must be implemented. This means,
that the transferred call must not be
intercepted.

A.6.16.1.

Call Diversion by target, CC links
For CFNR, UDUB, CD and partial
rerouting, option 2 (with CONTINUE-
Record) must be implemented.

A.6.22

User-to-User Signalling (UUS)
UUS service data will be delivered as
IRI data.

See point A.4.2 in this Table.

A8.3

HI3 (delivery of CC)

SMS service data will be delivered as
IRI data.

For relating CC to the other H-
Interfaces, Subaddress Service
described in ETSI TS 101 671 Annex
E must be used.

The provider must remove encryption
algorithm applied by the CSP
internally in the network at the
handover interface.

See point A.4.2 in this Table.

Annex C: HI2 Delivery mechanisms and procedures

C.1/C.2 |ROSE/FTP
FTP must be used for transferring IRl | See point 8.1 in this Table.
data over HI2-Interface; ROSE is not
allowed.

C.2.2 Usage of FTP

For conveying IRI data

transmission must be triggered
neither by timeout nor by volume.
File naming method B must be used.
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Clause
ETSI TS
101 671
V3.12.1

Selection of ETSI options for
Switzerland

Additional requirements

Additionally, section 6.3.8 applies as
well.

Annex D: Structure of data at the Handover Interface

By using FTP for transferring IRI
data, the related ROSE operations do
not need to be implemented.

D.4 HI1-Operations ::= CHOICE
) { . .
1iActivated Depending on the version of the
[1] Notification, HI1NotificactionOperations
liDeactivated . .
(2] Notification, record used, if the domainID parameter
liModified exists in the Notification sequence,
3] Notification,
[] Mot rication the OBJECT IDENTIFIER mustbe
[4] Alarm-Indicator, provided.
ﬁééional—HIl—ASNlparameters
[5] National-HI1-ASNlparameters
}
D.5 MapDatum ::= ENUMERATED
wGS84,
D.4 to D.9 | ASN.1 modules

Annex E: Use of sub-address and calling party
information

number to carry correlation

E.3.2

Field order and layout

Parameter assignment for CC in
accordance to tables E.3.2 and E.3.4
(and the E.3.4 based example in
E.3.6) for the Called Party
Subaddress and tables E.3.3 and
E.3.8 (and the E.3.5 based example
in E.3.7) for the Calling Party
Subaddress, make provision to
correlate CC with IRl according to
ETSITS 101 671 Annex A.1.2.

Annex I: Evolved Packet System Handover

Evolved Packet System handover
For Evolved Packet System the
Lawful Interception handover
interface defined in ETSI TS 133 108
V13.5.0 shall be used.

See section 6.5.2.2

Table 6-8: ETSI TS 101 671 V3.12.1 requirements and options

The supported ASN.1 Object identifiers and versions are stated in section 6.6

6.5.1.1.1 Conventions for Subaddress encoding for ETSI TS 101 671 V3.12.1

ETSITS 101 671 V3.12.1 Annexes E.3.1 and E.3.2 define the coding rules for the various
parameters contained in Called and Calling Party Subaddress field. The following rules

apply:
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a) For numeric values the digit 1 shall be the Most Significant Digit (MSD) while digit n shall
be the Least Significant Digit (LSD), see ETSI TS 101 671 V3.12.1 Annex E.3.1, last
paragraph.

b) All the fields according to ETSI TS 101 671 V3.12.1 Table E.3.2 (refers to Called Party
Subaddress) and Table E.3.3 (refers to Calling Party Subaddress) shall be present and
appear in the defined order, even if some fields are empty.

c) An empty field shall be indicated by two consecutive Field separators (“FF” hex), see
ETSITS 101 671 V3.12.1 Annex E.3.2, first paragraph underneath Table E.3.2 with the
following clarification:

An “empty field” appears as “empty field consisting of one field separator” (single half-
octet). In this case ONE field separator appear after the field separator of the preceding
field, followed by the next field, that could take a value or be empty. For a single
(isolated) empty field there are two field separators present in total, one is the field
separator of the preceding field and the other is for the empty field; for two (consecutive)
empty fields there are three field separators present in total, one is the field separator of
the preceding field and the remaining are one for each empty field; for three
(consecutive) empty fields there are four field separators present in total, etc...

The format depicted in the figures below illustrates this clarification.

d) The service octets 19 (TMR), 20 (BC octet 3), and 21 (HLC octet 4) shall be present even
if a parameter is not available (Note). In the latter case a value “FF” hex shall be entered.

NOTE: The term “available” refers to the presence of a parameter in the signaling messages,
i.e. denotes “when provided” by the function that is subject to interception.

6.5.1.1.2 Format of the Called Party Subaddress Information Element

ETSITS 101 671 V3.12.1 Table E.3.4 specifies the format of the Called Party Subaddress
information element including the Lawful Interception specific parameters to be sent as part
of the setup message to LEMF when a CC-link is being established. The format according to
ETSITS 101 671 V3.12.1 Table E.3.4 shall be supported as detailed in this section.

Some of the parameters contained in the Called Party Subaddress are of variable length.
Depending on their lengths they appear in different instances of the Called Party Subaddress
while retaining the order.

For the LI specific parameters of the Called Party Subaddress ETSI TS 101 671 V3.12.1

Annex E.3 applies with the following clarification:

a) The odd/even indicator defines the number of half-octets up to and including the final
Field separator which is either in an odd (final Field separator shall be mapped into bits
“4321”) or an even (final Field separator shall be mapped into bits “8765”) position within
the half-octet structure. It does not include the spare field, if any, at the end.

b) For parameters with a numeric value that spans more than one half-octet (these are
Operator-ID and CIN) the Most Significant Digit (MSD) is the half-octet with the lowest
number.

The value to be entered into a spare half-octet is undefined in ETSI TS 101 671 V3.12.1. It
shall be set the value of “0000”. At the receiving side spare shall be ignored, i.e. the
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message containing the Called Party Subaddress shall not be rejected because a spare bit is
set to “1”.
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The figure below depicts the format of the Called Party Subaddress for a five digit CIN.

octet Bit
8 | 7 | e | 5 | 4 | 3 | 2 | 1
1 Called party subaddress information element identifier
o [ 1+ [ 1 [ 1 ] o | o | o [ 1
2 Length of calling party subaddress contents (9 octets in this case)
0 o | o | o 1 o | o | 1
3 ext. Type of subaddress Odd/ev Spare
en
1 0 1 0 0 0 0 0
(even)
4 Operator-ID Operator-ID (MSD) NOTE
o | o | o | o 1 | o | o | 1
5 Operator-ID Operator-ID
o | o | o | o o | o | o | o
6 Field separator Operator-ID (LSD)
1 1 T 1 1 o | o [ o | 1
7 CIN CIN (MSD)
8 CIN CIN
9 Field separator CIN (LSD)
1] 1 ] 1 ] 1
10 Field separator or Spare (IIF Field separator
implementation option)
10 | 10 | 10 [ 10 1T | 1 | 1 ] 1

Figure 6-1: Called Party Subaddress Information Element ETSI TS 101 671 V3.12.1

NOTE: In this Called Party Subaddress the Operator-ID value is set as an example to
,90001%

The LEMF shall take t