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Preface

The year 2016 once again showed how important and complex digitalisation and automation
have become in all areas of life. This could be seen especially clearly at this year's CeBIT,
where Switzerland was the partner country. CeBIT was dedicated to advancing digitalisation
and automation in new fields. Especially impressive are the progress made in the
development toward autonomous mobility and the example of robots that are taking over
many of our human tasks. The opportunities of digitalisation are also of great importance to
Switzerland. But unfortunately they also entail risks, as the most recent cyberattacks have
clearly shown. Espionage and sabotage attacks, new and previously unknown types of
malware, and extortion using DDoS attacks are part of everyday life. We have to remain
vigilant and further improve our cybersecurity in order to be prepared to face the rising threat
of cyberattacks.

The most important question is obvious: Is Switzerland on the right path, and are today's
protective measures sufficient to defend against cyber risks? With the adoption of the
national strategy for the protection of Switzerland against cyber risks (NCS) and its
implementation plan, we are heading in the right direction and have already achieved a lot.
Specifically, 15 of the 16 planned NCS measures were completed by the end of 2016. The
implementation success of these measures underwent an effectiveness assessment in 2016,
providing insight on where the goals have been achieved and where further need for action
exists. The results of the assessment are summarised briefly in this report.

Without pre-empting the results of the effectiveness assessment, it can be said that our
implementation of the NCS has achieved significant progress in many areas. Thanks to the
NCS, we have laid the foundation for trusting cooperation between the federal government,
the cantons, businesses, and society in order to protect Switzerland better from cyberattacks.
Also internationally as part of its foreign and security policy, Switzerland has continued to
advocate for open, free, and secure cyberspace. In 2016 Switzerland was elected as a
member of the UN Group of Governmental Experts on Cyber Issues? for a term of one year.

The events of recent years and the results of the effectiveness assessment have made clear
that while what we have achieved is important, the work relating to cybersecurity is far from
complete. Once again in 2017, we will take all necessary steps so that Switzerland can
continue to use the internet as a secure, open, and free space for businesses, public
authorities, and the public. This includes further developing the NCS in particular.
Implementation of the current NCS will be completed by the end of this year, and we are
already undertaking to define further steps in close cooperation with everyone concerned.

In this spirit, we look forward to further strengthening the protection of Switzerland from cyber
risks together with you, so that we can take advantage of the opportunities of digitalisation
without taking on disproportionately great risks.

Peter Fischer
Delegate for the Federal IT Steering Unit (FITSU)

1 UN Group of Governmental Experts on the Development in the Field of Information and Telecommunications in
the Context of International Security.
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1 Management Summary

The Federal Council adopted the national strategy for the protection of Switzerland against
cyber risks (NCS) on 27 June 2012 and its implementation plan on 15 May 2013. The NCS
and its 16 measures focus on identifying cyber risks at an early stage, strengthening the
resilience of critical infrastructure and reducing cyber threats, especially cyber espionage,
cyber sabotage and cybercrime.

NCS implementation is organised in a decentralised manner. For the implementation of each
of the 16 measures, the lead has been assigned to a federal office. The work is coordinated
by the NCS coordination unit (CU NCS), which is part of the Reporting and Analysis Centre
for Information Assurance (MELANI) within the Federal IT Steering Unit (FITS). Overall
responsibility is borne by the NCS steering committee (NCS SC), which is to support
implementation with strategic controlling.

The 16 measures cover four areas, i.e. prevention, response, continuity and support
processes (international cooperation, research and education, and legal foundations). Close
cooperation and good communication between all those involved, in particular, has made it
possible to achieve important objectives in all areas in the past few years. By the end of
2016, 15 of the 16 NCS measures were completed, and the time schedule defined in the
implementation plan was met. The effectiveness assessment carried out in 2016 also
showed that the NCS has had a substantial impact and that the decentralised, risk-based
approach has proven to be effective.

In terms of prevention, the Federal Office for Civil Protection (FOCP) and the Federal Office
for National Economic Supply (FONES) conducted risk and vulnerability analyses in the
critical sub-sectors identified in the strategy for critical infrastructure protection (CIP strategy),
and the reports are now available.

The presentation of the overall threat situation was prepared by the Federal Intelligence
Service (FIS). This interactive presentation, the "Threat Situation Radar", visualises the
various cyber threats to Switzerland's infrastructures and shows the relevance of the threats.
The Threat Situation Radar will be made available to the members of MELANI's closed
constituency starting in 2017. An overview of the main cyber threats of 2016 are provided in
the MELANI semi-annual report and the annual report of the Federal Office of Police (fedpol).

Concerning response, the specialist competence centres for analysing malware at the
Federal IT Strategy Unit (FITSU) and the Federal Department of Defence, Civil Protection
and Sport (DDPS), such as GovCERT-FITSU, CISIRT-FOITT, and milCERT-DDPS, were
further expanded and a number of additional products were developed to improve the
capacity for detection and response. Additionally, important internal and external processes
were established to improve communication, and international cooperation was
strengthened.

The specialist cyber division of the Federal Intelligence Service (FIS) was able to build up
specialist knowledge and skills in this area which allows it to analyse the targets, methods
and players in an attack and thereby to identify potential perpetrators. The Intelligence
Service Act (IntSA) approved in a popular vote also provides the FIS with the legal basis to
undertake offensive countermeasures in the event of serious cyberattacks against critical
infrastructures, thus simplifying the gathering of intelligence. But there is currently a lack of
additional technical and operational analysts in particular as well as language specialists for
more systematic and sustainable processing of cyberattacks at the FIS.

In the area of continuity, the FOCP and the FONES together with the operators of critical
infrastructures and the competent specialist, supervisory, and regulatory authorities are
developing measures to improve ICT resilience in the critical sub-sectors. This work builds
on the results of the risk and vulnerability analyses carried out and serve to reduce the
identified vulnerabilities and risks. It should be taken into account in this regard that for many
sectors, it is increasingly important to introduce guidelines and minimum standards and to
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reconcile measures with existing specifications.

Regarding support processes, the focus is on the areas of research and education in addition
to international cooperation. Together with the CU NCS, the State Secretariat for Education,
Research and Innovation (SERI) initiated important bodies which, in collaboration with the
private and public sectors, have compiled an overview of the competence-building offerings
as well as proposals for how to use them and how to close the gaps. In cooperation with the
association ICT Vocational Training Switzerland and thanks to the support of numerous
companies, a new qualification for an ICT security expert with a federal diploma was created
in record time.

At the same time, an expert report was compiled, identifying the most important research
topics on cyber risks in Switzerland. Within the public sector, the relevant specialist units
involved in research (cyber risks) are now being coordinated in a committee across federal
offices and departments. The network of researchers was further strengthened at the Swiss
Cyber Risk Research Conference.

International cooperation on peace and international security was further strengthened and
expanded at the bilateral and multilateral level under the leadership of the Division for
Security Policy (DSP) of the Federal Department of Foreign Affairs (FDFA). The Federal
Office of Communications (OFCOM) was responsible for the area of internet governance.
Existing bilateral contacts were intensified and other new ones established. At the multilateral
level, work on the confidence-building measures drawn up by the OSCE was further
developed, and Switzerland was elected as a member of the UN Group of Governmental
Experts (UN GGE) on Cyber Issues for one year in 2016.

Main cyber threats 2016

The year 2016 was primarily marked by similar cyber threats as in 2015.2 But one
significant difference was the intensity and frequency of the cyberattacks: In 2016,
increasing specialisation was observed. An increase of criminal acts through espionage
attacks has also been observed. As the MELANI semi-annual report 2016/Il shows, cyber
espionage is a serious danger, and companies must be aware that the threat is real and
not merely hypothetical. Numerous cases known to MELANI confirm this. A further
disturbing trend is that complex attacks T or advanced persistent threats (APTs) i are
increasingly also observed among cyber criminals.

In summary, the main dangers in 2016 were:?

1 Espionage (attack on a defence company)

1 Data leaks (Twitter access data on the black market, stolen passwords)

1 DDoS and extortion (Cryptolocker, Locky, Armada Collective, KeRanger, CTB
Locker)

1 Social engineering and phishing (CEO fraud)

1 Crimeware (E-banking Trojans such as Gozi, Conficker, Dyre)

1 Attacks on industrial control systems (attack on control systems at power plants
in Ukraine).

2 Status of NCS implementation in 2016

The NCS is an integral strategy that takes a holistic approach to protect Switzerland from
cyber threats with its 16 measures (M1-M16). These measures are divided into four areas as
follows, depending on their timing and dependencies:

1 Prevention: M2, M3, M4

2 MELANI semi-annual report 2015/I (January-June): www.melani.admin.ch
3 For details on these threats, see MELANI semi-annual report 2016/ (January-June): www.melani.admin.ch
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1 Response: M5, M6, M14
1 Continuity: M12, M13, M15
1 Support processes: M1, M7, M8, M9, M10, M11, M16.

This chapter gives a general overview of the implementation based on a road map. In the

following chapters, a short report from the respective lead body provides information on the
current implementation status of the individual measures in the four areas.

NCS roadmap
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Figure 1"Road map NCS"

Legende: Current status of
milestones
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4 Vilestone in implementation
4 Special measure

2.1 Prevention

The following measures all come under prevention: risk and vulnerability analysis (M2),
examination of ICT vulnerability at federal level (M3) and current-situation reports (M4).

2.1.1 Measure 2: Risk and vulnerability analysis

Competent bodies: EAER-FONES, DDPS-FOCP, specialist, supervisory, and regulatory
authorities; FDD-MELANI

The goal of the measure is to determine the ICT vulnerabilities of the critical infrastructures




























































